Agent API {find-order}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
This API method will be helpful to check the status of the payment order initiated by {init-checkout}.
The order is limited to 15 minutes of the Cashier session lifetime -or- at most one approved
transaction within the session. However the transaction may end up with pending status and get it's
ﬁnal processing status after the session timeout.
The {find-order} method returns the transaction details in the response if the transaction has the
status other than rejected , unless the session has timed out and the latest rejected transaction
details are returned.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/ﬁnd-order

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/ﬁnd-order

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

order_id

varchar(50)

Required. Transaction identiﬁer in your system

application_key

varchar(32)

Required. Identiﬁer of your application (website)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

version

varchar(3)

Required. API version

timestamp

int(11)

signature

varchar(96)

Required. Request time. URL will be active during 1 min after
this time
Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the

description

varchar(75)

actual error for any exception as it helps to diagnose
issues in production

transaction_type

varchar(8)

Required. Transaction type. Allowed values are:
sale

(deposit)

payout

(withdrawal)

refund

(return deposit funds)

Required.
Deposit
- pending - processing initiated, ﬁnal response expected
from PSP
- authorized - transaction authorized, capture is expected
- approved - processing was successful
- rejected - processing cancelled by the merchant or
client
- rejected - processing failed
- chargeback - customer requested to get funds back
- reversed - refund done at PSP side
transaction_status

varchar(16)

- cancelled - transaction cancelled by agent (manager)
using the Agent API or the merchant dashboard at {{
conﬁg('larecipe.settings.service_short_name') }}
Payout
- requested - merchant action/approval expected
- authorized - transaction authorized by manager, manual
processing is expected
- in progress - processing at PSP side
- approved - processing was successful
- rejected - processing cancelled by the merchant or
client
- reversed - refund done at PSP side
- cancelled - payout was cancelled by merchant

transaction_id

varchar(50)

Optional. Transaction identiﬁer in PSP

trace_id

int(11)

order_id

varchar(50)

Optional. Transaction identiﬁer in your system

application_key

varchar(32)

Required. Identiﬁer of your application (website)

pin

varchar(50)

Required. Unique customer id in your system

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}

Required. Processed amount in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,
amount

int(20)

BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Payment currency

payment_method

varchar(50)

Required. Payment method

payment_processor

varchar(50)

Required. Payment processor

created_by

varchar(50)

Optional. Transaction was created by

edited_by

varchar(50)

Optional. Transaction was edited by

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

card_number

varchar(19)

Optional. Customer card number (4444 44** **** 1233)

card_type

varchar(10)

Optional. Customer card type (VISA, MC)

card_exp

varchar(8)

Optional. Customer card exp (10/2023)

account_identiﬁer

varchar(256)

Optional. CRM account identiﬁer

cascade_level

int(2)

Optional. Transaction retry number

is_cascade

int(1)

Optional. Is this transaction goes through cascade

error_code

int(10)

Optional. Error code for rejected transactions

error_desc

varchar(256)

Optional. Error description for rejected transactions

reference_id

varchar(256)

Optional. ID of transaction to reverse

version

int(11)

Required. API version

timestamp

varchar(3)

signature

varchar(96)

Required. Response time. URL will be active during 1
min after this time
Required. Response signature. Please refer to How to
Build Signature for details on signing the request.

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"
Request
curl -X POST \
https://gateway.praxispay.com/api/find-order \
-H 'Content-Type: application/json' \
-d '{
"application_key": "Sandbox",
"merchant_id": "Test-Integration-Merchant",
"order_id": "deposit-12345",
"timestamp": 1578880072,
"version": "1.2",
"signature":
"18d9d0be7968c88eeca38494c0fdd5f5857244e14440ea5fcfabfd4c3d20dfeaf80e8db59d43f3cc7f2cc6b
}'

Response (OK)
{
"account_identifier": null,
"application_key": "Sandbox",
"amount": 10300,

"card_exp": null,
"card_number": null,
"card_type": null,
"cascade_level": null,
"created_by": "INTERNET",
"currency": "USD",
"description": "Order found",
"edited_by": "INTERNET",
"merchant_id": "Test-Integration-Merchant",
"error_code": null,
"error_desc": null,
"order_id": null,
"payment_method": null,
"payment_processor": "PaySec",
"pin": "27",
"reference_id": null,
"status": 0,
"timestamp": 1579210274,
"trace_id": 1000000321,
"transaction_id": null,
"transaction_status": "approved",
"transaction_type": "sale",
"version": "1.2",
"signature":
"ce7afbd9423ce13f1a7d815a1e73c93f10bf99211e0ba219606dd66f0e44ef27cf9d4c272e30b4b79539553
}

Response - Order not found (ERR)
{
"description": "Order not found",
"status": 1,
"timestamp": 1579210301,
"version": "1.2",
"signature":
"e2fdbd1ef36237ee19f03744c8c7dc4cd46ac4ea8e74f4bfce4dd8488669f357a762fdc036c2923c51297a5
}

Response - Order is still open (ERR)
{
"description": "Order is still open",
"status": 3,
"timestamp": 1579210318,
"version": "1.2",
"signature":
"b2e69456d77bcdef2bd9d1bad033abf0dbeef6832e0637a2b09f82db8f92158f51dff0f6a489d12f4f7c3d6
}

Response - Order timed out with no transactions (ERR)
{
"description":"Order timed out with no transactions",
"status":4,
"timestamp":1568852931,
"version":"1.2",
"signature":"dd2b70127e13426826a9e32991244109f33a3eedec7559588aa335b5bcbe361d5a6cfecaeb3
}

Please refer to How to Build Signature for details on signing the request.

Agent API {find-transaction}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
This API method will return the transaction in the same format as the notiﬁcation that was sent with
the last transaction status change.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/ﬁnd-transaction

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/ﬁnd-transaction

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

trace_id

int(11)

application_key

varchar(32)

Required. Identiﬁer of your application (website)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

version

varchar(3)

Required. API version

timestamp

int(11)

signature

varchar(96)

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}

Required. Request time. URL will be active during 1 min after
this time
Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the

description

varchar(75)

actual error for any exception as it helps to diagnose
issues in production
Required. Transaction type. Allowed values are:

transaction_type

varchar(8)

sale

(deposit)

payout

(withdrawal)

refund

(return deposit funds)

transaction_status

varchar(16)

Required.
Deposit
- pending - processing initiated, ﬁnal response expected
from PSP
- authorized - transaction authorized, capture is expected
- approved - processing was successful
- rejected - processing cancelled by the merchant or
client
- chargeback - customer requested to get funds back
- reversed - refund done at PSP side
- cancelled - transaction cancelled by agent (manager)
using the Agent API or the merchant dashboard at Praxis
Payout
- requested - merchant action/approval expected
- authorized - transaction authorized by manager, manual
processing is expected
- in progress - processing at PSP side
- approved - processing was successful
- rejected - processing cancelled by the merchant or
client
- reversed - refund done at PSP side
- cancelled - payout was cancelled by merchant

transaction_id

varchar(50)

Optional. Transaction identiﬁer in PSP

trace_id

int(11)

order_id

varchar(50)

application_key

varchar(32)

Required. Identiﬁer of your application (website)

pin

varchar(50)

Required. Unique customer id in your system

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}
sale

- Optional. Transaction identiﬁer in your system

payout

- Required. Transaction identiﬁer in your system

Required. Processed amount in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,
amount

int(20)

BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Payment currency

payment_method

varchar(50)

Required. Payment method

payment_processor

varchar(50)

Required. Payment processor

created_by

varchar(50)

Optional. Transaction was created by

edited_by

varchar(50)

Optional. Transaction was edited by

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

card_number

varchar(19)

Optional. Customer card number (4444 44** **** 1233)

card_type

varchar(10)

Optional. Customer card type (VISA, MC)

card_exp

varchar(8)

Optional. Customer card exp (10/2023)

account_identiﬁer

varchar(256)

Optional. CRM account identiﬁer

cascade_level

int(2)

Optional. Transaction retry number

is_cascade

int(1)

Optional. Is this transaction goes through cascade

error_code

int(10)

Optional. Error code for rejected transactions

error_desc

varchar(256)

Optional. Error description for rejected transactions

reference_id

varchar(256)

Optional. ID of transaction to reverse

version

int(11)

Required. API version

timestamp

varchar(3)

signature

varchar(96)

Required. Response time. URL will be active during 1
min after this time
Required. Response signature. Please refer to How to
Build Signature for details on signing the request.

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"
Request
curl -X POST \
https://gateway.praxispay.com/api/find-transaction \
-H 'Content-Type: application/json' \
-d '{
"application_key": "Sandbox",
"merchant_id": "Test-Integration-Merchant",
"timestamp": 1578880026,
"trace_id": 1000000321,
"version": "1.2",
"signature":
"693a9c2eb641ee126cb88d48ff57190ab614d6303d76177e0fe90348589c165f868a1dd01ecb0ad22450797
}'

Response (OK)
{
"account_identifier": null,
"application_key": "Sandbox",
"merchant_id": "Test-Integration-Merchant",
"amount": 10300,
"card_exp": null,
"card_number": null,
"card_type": null,
"cascade_level": null,
"created_by": "INTERNET",

"currency": "USD",
"description": "Transaction found",
"edited_by": "INTERNET",
"error_code": null,
"error_desc": null,
"order_id": null,
"payment_method": null,
"payment_processor": "PaySec",
"pin": "27",
"reference_id": null,
"status": 0,
"timestamp": 1579210407,
"transaction_type": "sale",
"trace_id": 1000000321,
"transaction_id": null,
"transaction_status": "approved",
"version": "1.2",
"signature":
"2cd4e96d463f42d4782454219bbe58c7b58c2a88b99ab7a71251a0a4b950925f779b0b723af1ce4b13b6446
}

Response (ERR)
{
"description": "Transaction not found",
"status": 1,
"timestamp": 1579210424,
"version": "1.2",
"signature":
"6a16050382810aa983ca89bb8589124c04b056d4daadaa4f761c7d62873e3ab61a91bf4399af1c3e6e4c19e
}

Please refer to How to Build Signature for details on signing the request.

Agent API {deposit-cancel}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
DepositCancel API function lets you cancel the authorization and release the customer's funds.
Authorize and following Capture/Cancel API methods can be used by the merchant for automated
capture or cancel operations upon the authorized transaction notiﬁcation
{danger.fa-exclamation} IMPORTANT #1: This notiﬁcation is only speciﬁc to payment card
processors that support authorization and capture as two separate steps (the standard approach
is a combined sale action).
{danger.fa-exclamation} IMPORTANT #2: Even if the PSP supports the authorize and capture
steps, you should contact the {{ conﬁg('larecipe.settings.service_short_name') }} support
representative to conﬁrm that the two-step processing is enabled for your channel within {{
conﬁg('larecipe.settings.service_short_name') }} Backoﬃce.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/deposit-cancel

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/deposit-cancel

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)
Required. Transaction identiﬁer at {{

trace_id

int(11)

conﬁg('larecipe.settings.service_short_name') }} that is
previously sent to CRM within authorized transaction
notiﬁcation.
Required. Request time. URL will be active during 1 min after

timestamp

int(11)

version

varchar(3)

Required. API version

signature

varchar(96)

Required. Hash of the request parameters

this time

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description

status

int

Required.
- 0 if the request was successful

- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual
description

varchar(256)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"
curl -X POST \
{{ config('larecipe.settings.live_domain') }}/api/deposit-cancel \
-H 'Content-Type: application/json' \
-H 'cache-control: no-cache' \
-d '{
"application_key": "Sandbox",
"merchant_id": "Test-Integration-Merchant",
"timestamp": 1578880005,
"trace_id": 752856,
"version": "1.2",
"signature":
"96d5baef40b19e4ab1ec12457537de84d0c795f0b6a7b0a4a91a0751a24456b61f80e4fd8e498998862ad33
}'

Response (OK)
{
"description": "Successful cancel, the funds have been released: TraceID=752856",
"status": 0,
"version": "1.2",
"signature":
"78fda88ebff7a23c09822c95ca9a636cba8d2117509dacc462adab9f76a2e108b1213e8291ce28286b713a0
}

Response (ERR)
{
"description": "Cancellation failed. Transaction not found: TraceID=752856",
"status": 1,
"version": "1.2",
"signature":
"3f25e5129aa9b3f463adf0fa93d0fd13b3af37a3b26e82bc97e517f78a1beade513cd679400a888dfda0d4f

}

Please refer to How to Build Signature for details on signing the request.

Agent API {deposit-capture}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
{deposit-capture} API function lets you capture the authorized payment card deposit transaction.

In simple words it is an API call to send the authorized customer's funds to the merchant account
immediately.
Authorize and following Capture/Cancel API methods can be used by the merchant for automated
capture or cancel operations upon the authorized transaction notiﬁcation
{danger.fa-exclamation} IMPORTANT #1: This notiﬁcation is only speciﬁc to payment card
processors that support authorization and capture as two separate steps (the standard approach
is a combined sale action).
{danger.fa-exclamation} IMPORTANT #2: Even if the PSP supports the authorize and capture
steps, you should contact the {{ conﬁg('larecipe.settings.service_short_name') }} support
representative to conﬁrm that the two-step processing is enabled for your channel within {{
conﬁg('larecipe.settings.service_short_name') }} Backoﬃce.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/deposit-capture

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/deposit-capture

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)
Required. Transaction identiﬁer at {{

trace_id

int(11)

conﬁg('larecipe.settings.service_short_name') }} that is
previously sent to CRM within authorized transaction
notiﬁcation.
Required. Request time. URL will be active during 1 min after

timestamp

int(11)

version

varchar(3)

Required. API version

signature

varchar(96)

Required. Hash of the request parameters

this time

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description

status

int

Required.
- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(256)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"
curl -X POST \
{{ config('larecipe.settings.live_domain') }}/api/deposit-capture \
-H 'Content-Type: application/json' \
-H 'cache-control: no-cache' \
-d '{
"application_key": "Sandbox",
"merchant_id": "Test-Integration-Merchant",
"timestamp": 1578879982,
"trace_id": 752856,
"version": "1.2",
"signature":
"2cd5e9d095ecf90d7b1cc2c4a8d3f18991502f6798660445160856f6b98560ed99aba7dd9bd66783390d7e2
}'

Response (OK)
{
"description": "Successful capture: trace_id=752856",
"status": 0,
"version": "1.2",
"signature":
"317ed9f857d14c67620740fb68b3bd5cd562dc186cadba48bc8fc73cfd5c0d55c42de0353af7da3385ade41
}

Response (ERR)
{
"description": "Capture failed. Transaction not found: trace_id=752856",
"status": 1,
"version": "1.2",
"signature":

"7d35b3b510ee6714a1cb8da83781126086238d1065e90b926b4387add498f162dd7dec0c3171008c8dfb53d
}

Please refer to How to Build Signature for details on signing the request.

Agent API {deposit-refund}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
{deposit-refund} API function lets you refund the approved deposit transaction. The refund will be

a new transaction sent to the same PSP as the one used for the original deposit transaction in order to
send the same amount back to customer's account.
{danger.fa-exclamation} IMPORTANT #1: The original referenced transaction (see reference_id
request parameter) has to be a deposit having the approved status.
{danger.fa-exclamation} IMPORTANT #2: Please make sure that the PSP supports the refund
transaction type. If the refund amount is diﬀerent from the original deposit amount, you will also
need to conﬁrm that the PSP supports the partial refunds.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/deposit-refund

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/deposit-refund

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)
Required. Payment amount in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,

amount

int(20)

BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Payment currency

reference_id

varchar(50)

order_id

varchar(50)

timestamp

int(11)

version

varchar(3)

Required. API version

signature

varchar(96)

Required. Hash of the request parameters

Required. Original transaction identiﬁer from {{
conﬁg('larecipe.settings.service_short_name') }}
Required. Transaction identiﬁer in your system
Required. Request time. URL will be active during 1 min after
this time

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the

description

varchar(256)

actual error for any exception as it helps to diagnose
issues in production

trace_id

int(11)

transaction_id

varchar(50)

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}
Optional. Transaction identiﬁer in PSP
Required.
- pending - processing initiated, ﬁnal response expected
from PSP
- approved - processing was successful
- declined retry - processing failed and will be

transaction_status

varchar(16)

reattempted
- declined - processing failed
- cancelled - processing cancelled by the merchant or
client
- pending async - customer action expected (3D Secure,
etc.)
- requested - merchant action expected (approval)

payment_processor

varchar(25)

Required. Gateway doing the processing

error_code

varchar(32)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in
request)

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"
curl -X POST \
{{ config('larecipe.settings.live_domain') }}/api/deposit-refund \
-H 'Content-Type: application/json' \
-H 'cache-control: no-cache' \
-d '{
"amount": 1000,

"application_key": "Sandbox",
"currency": "USD",
"merchant_id": "Test-Integration-Merchant",
"order_id": "test-1560610955",
"reference_id": 752856,
"timestamp": 1578879961,
"version": "1.2",
"signature":
"29fcf0a2c4e5b1b428db042272aeaf0631df62389baa2bfe2f4ee7c2e95280b0b11390885a52d9c1abe33d1
}'

Response (OK)
Response (Approved)
{
"description": "Ok",
"error_code": "0",
"error_details": "[TEST] Transaction status: approved",
"payment_processor": "TestPP",
"status": 0,
"trace_id": 1000000681,
"transaction_id": "15607165967620",
"transaction_status": "approved",
"version": "1.2",
"signature":
"268ac58da717d65217c7957d7fde679c35c5b5fa58bac53d3cea8fec9739c5bb3acce42d90e11987db43305
}

Response (Rejected)
{
"description": "Ok",
"error_code": "1",
"error_details": "[TEST] Transaction status: declined",
"payment_processor": "TestPP",
"status": 0,
"trace_id": 1000000682,
"transaction_id": "15607165967622",
"transaction_status": "declined",
"version": "1.2",
"signature":
"09f8a113225fa301458eb72eec1c7c368db1b7bbe2f770a831688439e371aa4d89998d2bad68b764848e70c
}

Please refer to How to Build Signature for details on signing the request.

Agent API {payout-cancel}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Cancel Payout can be used to cancel the payout request, that was originally submitted by the
customer within the Cashier. Reject Payout is the API analogue of the payout rejection routine within
Backoﬃce.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/payout-cancel

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/payout-cancel

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

trace_id

int(11)

Required. Transaction identiﬁer at {{
conﬁg('larecipe.settings.service_short_name') }} that is
previously sent to CRM within requested payout notiﬁcation.
application_key

varchar(32)

timestamp

int(11)

version

varchar(10)

signature

varchar(96)

Required. Identiﬁer of your application (website)
Required. Request time. URL will be active during 1 min after
this time
Required. API version
Required. sha256-encoded representation of the
concatenation of request parameters and secret

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(256)

error for any exception as it helps to diagnose issues in
production

version

varchar(10)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"
curl -X POST \
{{ config('larecipe.settings.live_domain') }}/api/payout-cancel \
-H 'Content-Type: application/json' \
-H 'cache-control: no-cache' \
-d '{
"application_key": "Sandbox",
"merchant_id": "Test-Integration-Merchant",
"timestamp": 1578879941,
"trace_id": 752856,
"version": "1.2",
"signature":
"68d044bf60b52684f0abe0a0d1e9050bf6a5472b0b33073c4aef744c2f527321b5a260462f338b0381d9eee
}'

Response (OK)
{
"description": "Transaction canceled successfully: order_id=752856",
"status": 0,
"version": "1.2",
"signature":
"83f0ff712478792bc89f15647abb19b3c8d75c9e1575d87f70cb6b1e2e5d67c9da10e6b3a8953ddcd0ef8ff
}

Response (ERR)
{
"description": "Transaction not found: order_id=752856",
"status": 1,
"version": "1.2",
"signature":
"e8b396f67bbcd4a5033368aa880b1df9edebee21918a94a908666c11a2e6987d3670adf44317b66f578c85f
}

Please refer to How to Build Signature for details on signing the request.

Agent API {payout-complete}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Complete Payout can be used for automatic processing of the payout request, that was originally
submitted by the customer within the Cashier. Complete Payout is the API analogue of the payout
authorization and processing routine within Backoﬃce.
{danger.fa-exclamation} IMPORTANT: The payout processor options depend on the payment
method chosen by the customer, and on the payment processors conﬁgured in Backoﬃce for your
frontend. Please contact the {{ conﬁg('larecipe.settings.service_short_name') }} tech support in
order to get the available payout processor options.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/payout-complete

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/payout-complete

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

trace_id

int(11)

Required. Transaction identiﬁer at {{
conﬁg('larecipe.settings.service_short_name') }} that is
previously sent to CRM within requested payout notiﬁcation.
application_key

varchar(32)

Required. Identiﬁer of your application (website)
Required. Gateway (processor conﬁguration) hash to be used

gateway

varchar(50)

for processing (available options can be seen at Admin
service, for more details please contact
support@praxiscashier.com for root account access)

timestamp

int(11)

version

varchar(3)

signature

varchar(96)

Required. Request time. URL will be active during 1 min after
this time
Required. API version
Required. Required. sha256-encoded representation of the
concatenation of request parameters and secret

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description

status

int

Required.
- 0 if the request was successful

- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual
description

varchar(256)

error for any exception as it helps to diagnose issues in
production

version

varchar(10)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"
curl -X POST \
{{ config('larecipe.settings.live_domain') }}/api/payout-complete \
-H 'Content-Type: application/json' \
-H 'cache-control: no-cache' \
-d '{
"application_key": "Sandbox",
"gateway": "dM-4p5ZORnROeCnnLmm3fBO-WkghMNhr",
"merchant_id": "Test-Integration-Merchant",
"timestamp": 1578879918,
"trace_id": 752856,
"version": "1.2",
"signature":
"ab3b6bdafea698dda78c6ea893a9e6a260c64c9dc0d173025714b6413b0b4bd6e2270caf524c073d4938a4d
}'

Response (OK)
{
"description": "Transaction complete: trace_id=752856",
"status": 0,
"version": "1.2",
"signature":
"25c0c70994d751cc3c8b9f596d9fcd9da1138c949fa044292f8a8a5c451e3f807fc5b1927a837899d2c5413
}

Response (ERR)
{
"description": "Transaction not found: trace_id=752856",
"status": 1,
"version": "1.2",
"signature":

"5884c259d7313cce0330911751334a894369e3037f9843049937c057a4cdcc98fdca916b260f07cc00fd93a
}

Please refer to How to Build Signature for details on signing the request.

Agent API {payout-partial}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Partial Payout is a way to process the customer's payout request in several payouts having the smaller
amounts.
{danger.fa-exclamation} IMPORTANT #1: Partial payout is not compatible with some PSPs.
{danger.fa-exclamation} IMPORTANT #2: Partial payout creates a new payout request having the
same payment method and using the same customer's payment details.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/payout-partial

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/payout-partial

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

frontend

varchar(50)

Required. Frontend in which the payout has been requested and
will be processed
Required. Payment amount in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND, BHD,

amount

int(20)

IQD, JOD, LYD, OMR, TND) the amount is sent as-in without being
converted to cents, this is important if you multiply by 100 to
send the amount in cents

currency

varchar(10)

reference_id

varchar(50)

pp

varchar(50)

Required. Payment currency
Required. Original transaction identiﬁer from {{
conﬁg('larecipe.settings.service_short_name') }}
Required. Processor name to be used for processing (available
options can be seen at BO in a dropdown list of processors. given
during the ﬁnal step - payout processing form submission)

timestamp

int(11)

version

varchar(3)

signature

varchar(96)

Required. Request time. URL will be active during 1 min after
this time
Required. API version
Required. Required. sha256-encoded representation of the
concatenation of request parameters and secret

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the

description

varchar(256)

actual error for any exception as it helps to diagnose
issues in production

trace_id

int(11)

transaction_id

varchar(50)

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}
Optional. Transaction identiﬁer in PSP
Required.
- pending - processing initiated, ﬁnal response expected
from PSP
- approved - processing was successful
- declined retry - processing failed and will be

transaction_status

varchar(16)

reattempted
- declined - processing failed
- cancelled - processing cancelled by the merchant or
client
- pending async - customer action expected (3D Secure,
etc.)
- requested - merchant action expected (approval)

payment_processor

varchar(25)

Optional. Gateway doing the processing

error_code

int(10)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in
request)

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"
curl -X POST \
{{ config('larecipe.settings.live_domain') }}/api/payout-complete \
-H 'Content-Type: application/json' \
-H 'cache-control: no-cache' \
-d '{
"amount":1000,

"currency":"USD",
"frontend":"Integration TEST USD",
"merchant_id":"Test-Integration-Merchant",
"pp":"TestPP",
"reference_id":752856,
"timestamp":1575421562,
"version":"1.1",
"signature":"e730224549618c2ebd545fb2d6d5fe17b693e641d5a3a12be4f53bb73ce19d5b437c0ff8326
}'

Response (OK)
{
"description":"Ok",
"error_code":1,
"error_details":"[TEST] Transaction status: approved",
"payment_processor":"TestPP",
"status":0,
"trace_id":1000000681,
"transaction_id":"15607165967620",
"transaction_status":"approved",
"version":"1.1",
"signature":"e6441bedce5fd3f26e7834f7bfbff091c8781e35f119e65ec4aa6ed32f44652549bebbd846e
}

Response (Rejected)
{
"description":"Ok",
"error_code":1,
"error_details":"[TEST] Transaction status: declined",
"payment_processor":"TestPP",
"status":0,
"trace_id":1000000682,
"transaction_id":"15607165967622",
"transaction_status":"declined",
"version":"1.1",
"signature":"f7a05d4ead2f00d731116b005bb5d8186574611f2818bfc405ad9061d61bc8393b49cc8d7fd
}

Please refer to How to Build Signature for details on signing the request.

Agent API {payout-split}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Split Payout is a way to process the customer's payout request in several payouts having the smaller
amounts.
{danger.fa-exclamation} IMPORTANT #1: Split payout is not compatible with some PSPs.
{danger.fa-exclamation} IMPORTANT #2: Split payout creates a new payout request having the
same payment method and using the same customer's payment details.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/payout-split

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/payout-split

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)
Required. Payment amount in cents.

amount

int(20)

Please note: for certain currencies (see full list here) there is
a fraction other than 100 cents per unit, this is important if
you multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Payment currency
Required. Gateway (processor conﬁguration) hash to be used

gateway

varchar(50)

for processing (available options can be seen at Admin
service, for more details please contact
support@praxiscashier.com for root account access)

reference_id

varchar(50)

order_id

varchar(50)

Required. Original transaction identiﬁer from {{
conﬁg('larecipe.settings.service_short_name') }}
Required. Transaction identiﬁer in your system
Required. Processor name to be used for processing

pp

varchar(50)

(available options can be seen at BO in a dropdown list of
processors. given during the ﬁnal step - payout processing
form submission)

timestamp

int(11)

Required. Request time. URL will be active during 1 min after
this time

version

varchar(3)

signature

varchar(96)

Required. API version
Required. sha256-encoded representation of the
concatenation of request parameters and secret

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the

description

varchar(256)

actual error for any exception as it helps to diagnose
issues in production

trace_id

int(11)

transaction_id

varchar(50)

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}
Optional. Transaction identiﬁer in PSP
Required.
- pending - processing initiated, ﬁnal response expected
from PSP
- approved - processing was successful
- declined retry - processing failed and will be reattempted

transaction_status

varchar(16)

- declined - processing failed
- cancelled - processing cancelled by the merchant or
client
- pending async - customer action expected (3D Secure,
etc.)
- requested - merchant action expected (approval)
Required. Gateway (processor conﬁguration) hash to be

gateway

varchar(50)

used for processing (available options can be seen at
Admin service, for more details please contact
support@praxiscashier.com for root account access)

error_code

varchar(32)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in
request)

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"

curl -X POST \
{{ config('larecipe.settings.live_domain') }}/api/payout-split \
-H 'Content-Type: application/json' \
-H 'cache-control: no-cache' \
-d '{
"amount": 1000,
"application_key": "Sandbox",
"currency": "USD",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"merchant_id": "Test-Integration-Merchant",
"order_id": "test-1560610955",
"PP":"BankWire",
"reference_id": 752856,
"timestamp": 1579210705,
"version": "1.2",
"signature":
"e767cb37026d118846abd1a0a1c4a4cadac2015ed9610dac3c13484bc9d1012982afa07e7abfcec7e77895d
}'

Response (OK)
{
"description": "Ok",
"error_code": "0",
"error_details": "[TEST] Transaction status: approved",
"payment_processor": "TestPP",
"status": 0,
"trace_id": 1000000681,
"transaction_id": "15607165967620",
"transaction_status": "approved",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"version": "1.2",
"signature":
"268ac58da717d65217c7957d7fde679c35c5b5fa58bac53d3cea8fec9739c5bb3acce42d90e11987db43305
}

Response (Rejected)
{
"description": "Ok",
"error_code": "1",
"error_details": "[TEST] Transaction status: declined",
"payment_processor": "TestPP",
"status": 0,
"trace_id": 1000000682,
"transaction_id": "15607165967622",
"transaction_status": "declined",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"version": "1.2",

"signature":
"09f8a113225fa301458eb72eec1c7c368db1b7bbe2f770a831688439e371aa4d89998d2bad68b764848e70c
}

Please refer to How to Build Signature for details on signing the request.

API Functions
The section explains how to interact with {{ conﬁg('larecipe.settings.service_short_name') }} API.
In some cases the customer activity within the Cashier requires the agent's interaction: payout
request approval, ﬁnalizing (capture) of the authorized deposit transaction, etc.
Often it is critical for the business ﬂow to interact with the customer in time, whereas it is not always
possible for the agent to react instantly. For that purpose the CRM can call {{
conﬁg('larecipe.settings.service_short_name') }} API functions in order to follow the same steps as the
agent would do, so you will know that a certain action is taken instantly upon the customer's activity,
with all the regulatory considerations.
{danger.fa-exclamation-triangle} IMPORTANT #1: Please make sure that you are using correct API
version in order to use the features listed in this section.
{danger.fa-exclamation-triangle} IMPORTANT #2: To connect and use API you will be provided with
the Merchant ID and Merchant Secret for secure communication.

Earlier Integrations Cashier Frame Code Example
<!DOCTYPE html>
<html>
<head>
<title>Cashier</title>
</head>
<body>
<!-- Header -->
<!-- Navigation Menu -->
<h2>INSTRUCTIONS</h2>
Example: Embedded Cashier iframe
<ol>
<li>Set minimum dimensions and adjust height dynamically using
PostMessage</li>
<li>Try avoiding scrollbars</li>
<li>Add bounceback fix for Safari browsers</li>
</ol>
<!-- Script that POSTs customer login to create customer session @ Cashier -->
<iframe src="/cashier-frame.php?r=e7e5cd4004b66cb798105bc88b4f9f45b06f2a02"
marginwidth="0"
marginheight="0"
width="700"
min-height="700"
scrolling="auto"
frameborder="0"
allowtransparency="yes"
name="CashierFrame"
id="CashierFrame"></iframe>
<script>
// Create IE + others compatible event handler
var eventMethod = window.addEventListener ? "addEventListener" :
"attachEvent";
var eventer = window[eventMethod];
var messageEvent = eventMethod == "attachEvent" ? "onmessage" : "message";
// Listen to message from child window
eventer(messageEvent,function(e) {
// OPTIONAL - check if request comes from authorized domain
//if (e.origin == "https://cashier.yoursite.com") {
document.getElementById('CashierFrame').height = e.data + 'px';
// search Cashier iframe by ID and set height property
//}
},false);
</script>
<!-- Page Footer -->
</body>
</html>

Virtual Terminal Customer Sync
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Customer Sync is the mechanism that allows the agent to manage the customers, their deposits and
payouts within {{ conﬁg('larecipe.settings.service_short_name') }} Virtual Terminal.
When the agent attempts to access the virtual terminal for customer, {{
conﬁg('larecipe.settings.service_short_name') }} Backoﬃce will attempt to retrieve the customer
details from CRM. In order to have the retrieval working, the CRM will need to implement the API
callback that will be available to receive the request from {{
conﬁg('larecipe.settings.service_short_name') }} and respond with the custome details.
{danger.fa-exclamation-triangle} IMPORTANT: Please make sure that you have provided the
callback URL to {{ conﬁg('larecipe.settings.service_short_name') }} technical support
representative before you attempt to use Virtual Terminal.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

signature

varchar(96)

merchant_id

varchar(50)

application_key

varchar(50)

pin

varchar(50)

timestamp

int(11)

version

varchar(3)

Required. Request signature. Please refer to How to Build
Signature for details on signing the request.
Required. Merchant API client account identiﬁer
Required. Cashier Application key, normally it is a common
name of the website. Linked to a speciﬁc base currency.
Required. Unique customer id in your system
Required. Request time. URL will be active during 1 min after
this time
Required. API version

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.
- 0 if the request was successful

status

int

- Negative integer if internal server/network error
occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return

description

varchar(256)

the actual error for any exception as it helps to
diagnose issues in production

signature

varchar(96)

application_key

varchar(50)

Required. sha384 HASH code of response (same as
in request)
Required. Cashier Application key, normally it is a

common name of the website. Linked to a speciﬁc
base currency.
currency

varchar(10)

Required. Customer currency

pin

varchar(50)

Required. Unique customer id in your system
Required. Customer's current available balance.
Please note: for certain currencies (JPY, CLP, KRW,

balance

int(20)

VND, BHD, IQD, JOD, LYD, OMR, TND) the amount is
sent in yen, this is important if you multiply by 100 to
send the amount in cents

ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Required. Customer's ﬁrst name

last_name

varchar(25)

Required. Customer's last name

dob

date

email

varchar(50)

Required. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. City of the customer

country

varchar(2)

Optional. Date of birth of the customer. MM/DD/YYYY
format accepted.

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE
etc)
Optional. State/Province where the customer resides.

state

varchar(3)

Only for US, CA and AU. 2 characters ISO format.
Otherwise leave blank.
Required. Postal Code of the customer. Only

zip

varchar(12)

required for US and CA. Can provide values for other
countries. Limited to 12 alphanumeric characters
only.
Optional. Numeric only, includes country area code.

phone

int(20)

Should not be a dummy sequence like 123456 or
111111,

should be at least 6 digits long.

Required. URL to which the manual deposit
manual_validation_url

varchar(256)

validation request will be sent. Please refer to
Validation for more details.
Required. URL to which the manual deposit status

manual_notiﬁcation_url

varchar(256)

notiﬁcation will be sent. Please refer to Notiﬁcation
for more details.

timestamp

int(11)

version

varchar(3)

EXAMPLE {#example}

Required. Request time. URL will be active during 1
min after this time
Required. API version

Request
curl -X POST \ https://api.merchant.com/v1/sync/ \
-H 'Content-Type: application/json' \
-d '{
"application_key":"Praxis TEST USD",
"merchant_id":"Test-Integration-Merchant",
"pin":"123",
"timestamp":1561206408,
"version":"1.2",
"signature":"01df06c501fe74ddede3c3dafe3f2cbfce3c19c2c213962017a7e83321f392e03eb55e0753a
}'

Response (OK)
{
"address":"Themes ST",
"balance":32500,
"city":"Sydney",
"country":"AU",
"currency":"EUR",
"description":"OK",
"dob":"1986/04/05",
"email":"eur@nomail.com",
"first_name":"eur",
"application_key":"Praxis TEST USD",
"last_name":"eur",
"manual_notification_url":"https://api.merchant.com/v1/deposits/fxodWAQVvc9SRxhDaWSJJC21

"manual_validation_url":"https://api.merchant.com/v1/validate_deposits/fxodWAQVvc9SRxhDa
"phone":"6721467841",
"pin":"7",
"state":"NSW",
"status":0,
"timestamp":1561279426,
"version":"1.2",
"zip":"0123",
"signature":"faada41d13d832983aec1d23ddcf175fe6513e094cd29b6a3c51b4d29856cedf0eda91d3c87
}

Response (ERR)

{
"description":"Customer not found",
"status":1,
"timestamp":1561207146,
"version":"1.2",
"signature":"3084adb6dcd68cd83acf8fca66cd0436df197d9d14721ea814e34b92b2ab9b81c900f9631b9
}

Cashier API init-checkout
ENDPOINTS
CHECKLIST
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
init-checkout is the API function that lets you open the checkout session - customer will be led

through the process of paying an exact amount, in case of failure the customer will be helped to try
with another payment option.
{danger.fa-exclamation} IMPORTANT: If not provided, optional customer data ﬁelds will be
collected from customer upon login to Cashier using One-Time Registration form.
When executing the request, you receive json response that contains redirect_url parameter. The
redirect_url parameter is a link that will automatically do the customer login to Cashier.

This link should be embedded into iframe's src attribute
{danger.fa-exclamation-triangle} IMPORTANT: In case of init-checkout ﬂow, the validation
request is not sent to CRM.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/init-checkout

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/init-checkout

CHECKLIST {#checklist}
Please contact your account manager or technical support representative in order to conﬁrm the
following merchant acccount settings.
Item
Cashier
API v1.2
Dynamic
Return
URL

Purpose
Required for Cashier API to be allowed your CRM.

Required. The URL that user will be redirected to after successful payment. For
return_url there is a number of dynamic variables supported for this parameter.

Merchant
ID and

Required. The merchant credentials will be provided by the {{

Merchant

conﬁg('larecipe.settings.service_short_name') }} Technical Support representative.

Secret
Backoﬃce
and VT yes/no

If you consider using {{ conﬁg('larecipe.settings.service_short_name') }}
Backoﬃce and VT for customer management, please make sure to provide the
Customer Sync callback URL to {{ conﬁg('larecipe.settings.service_short_name') }}
Technical Support representative.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

signature

varchar(96)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)

locale

varchar(5)

Optional. User locale. For ex.: en-GB

Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

Optional. This payment method will be opened by default
payment_method

varchar(50)

and used for transaction processing. Note that the gateway
variable has a higher priority, so if you have both of these
variables - payment_method will be ignored

order_id

varchar(50)

Required. Order id in your system
Required. Payment amount in cents.
Please note: for certain currencies (see full list here)

amount

int(20)

there is a fraction other than 100 cents per unit, this is
important if you multiply by 100 to send the amount in
cents

currency

varchar(10)

Required. Customer currency

pin

varchar(50)

Required. Unique customer id in your system

requester_ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Optional. Customer's ﬁrst name

last_name

varchar(25)

Optional. Customer's last name

dob

date

email

varchar(50)

Optional. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. City of the customer

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.

Optional (Required for US, CA and AU). State/Province
state

varchar(3)

where the customer resides. 3 characters ISO format.
Otherwise leave blank.
Optional. Customer's postal code. (Required for US and

zip

varchar(12)

CA). Can provide values for other countries. Limited to 12
alphanumeric characters only.

phone

int(20)

Optional. Numeric only. Includes country area code. Should
not be a dummy sequence like 123456 or 111111, should be
at least 9 digits long. Note that the phone variable can be
declared as a required ﬁeld on a PSP side

Required. User will be redirected to a speciﬁed URL after
return_url

varchar(256)

successful deposit (except cases when there is another
rule deﬁned with higher priority)

notiﬁcation_url

varchar(256)

timestamp

int(11)

version

varchar(3)

variable1

varchar(256)

variable2

varchar(256)

gateway

varchar(32)

Required. URL to which the deposit status notiﬁcation will
be sent. Please refer to Notiﬁcation for more details.
Required. Request time. URL will be active during 1 min
after this time
Required. API version
Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. HASH value of gateway that should processed
transaction

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(75)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

redirect_url

varchar(256)

Required. Cashier Autologin URL. When redirected to this URL,
the customer will be navigated further to the Cashier deposit
page
auth_token

varchar(75)

Required. Special token that allows the customer to login during
15 min

EXAMPLE {#example}
Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/init-checkout \
-H 'Content-Type: application/json' \
-d '{
"address": "Red Street 1",
"amount": 25,

"application_key": "Sandbox",
"city": "London",
"country": "GB",
"currency": "USD",
"dob": "1981-09-05",
"email": "tom.doe@mail.com",
"first_name": "Tom",
"last_name": "Doe",
"locale": "en-GB",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/orders\/999555111",
"order_id": "999555111",
"payment_method": "TestPP",
"phone": "6712332112",
"pin": "123",
"requester_ip": "216.111.222.123",
"return_url": "https:\/\/merchant.com\/payment_result\/999555111",
"timestamp": 1579214053,
"version": "1.2",
"zip": "01234",
"signature":
"5a381e136df76f59a94bdffd0eae947d8efb3b2b73887a53dfb7297821aad5f9ba78cae9692ff864a7c1255
}'

Response (OK)
{
"auth_token": "eb2a7a96b3d5ff60c961062c6bedddb8",
"description": "Success",
"redirect_url": "https:\/\/compute.praxispay.com\/autologinform\/eb2a7a96b3d5ff60c961062c6bedddb8",
"status": 0,
"version": "1.2",
"signature":
"ee501f0f7f7a93e4be879fb759ff68400f6202df58f88f80627d7da39cfb193e95a0a717a2e77016adf6f93
}

Response (ERR)
{
"description": "Timestamp expired",
"status": 1,
"version": "1.2",
"signature":
"0f2538cb438bc3f173246f2fa80717e105a766575f880f940f9da8374b27ab092402023ac93d2f8d4e4042d
}

Cashier API init-invoice
ENDPOINTS
CHECKLIST
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
init-invoice is similar to {init-checkout}, but it also allows you to specify the time when the login

link expires. In addition, this is the only login method giving the redirect URL capable of reues, all
other methods produce the one-time login URL - the links can't be visited twice, but invoice is only
limited to due date/time and amount to be paid.
{danger.fa-exclamation} IMPORTANT: If not provided, optional customer data ﬁelds will be
collected from customer upon login to Cashier using One-Time Registration form.
When executing the request, you receive json response that contains redirect_url parameter. The
redirect_url parameter is a link that will automatically do the customer login to Cashier.

This link should be embedded into iframe's src attribute
{danger.fa-exclamation-triangle} IMPORTANT: In case of init-invoice ﬂow, the validation
request is not sent to CRM.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/init-invoice

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/init-invoice

CHECKLIST {#checklist}
Please contact your account manager or technical support representative in order to conﬁrm the
following merchant acccount settings.
Item
Cashier
API v1.2
Dynamic
Return
URL

Purpose
Required for Cashier API to be allowed your CRM.

Required for return_url to work properly. There is a number of dynamic variables
supported for this parameter.

Merchant
ID and

Required. The merchant credentials will be provided by the {{

Merchant

conﬁg('larecipe.settings.service_short_name') }} Technical Support representative.

Secret
Backoﬃce

If you consider using {{ conﬁg('larecipe.settings.service_short_name') }}

and VT -

Backoﬃce and VT for customer management, please make sure to provide the

yes/no

Customer Sync callback URL to {{ conﬁg('larecipe.settings.service_short_name') }}
Technical Support representative.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

signature

varchar(96)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)

locale

varchar(5)

Optional. User locale. For ex.: en-GB

payment_method

varchar(10)

expires

int(11)

order_id

varchar(50)

Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

Optional. For ShopPing Cart. Payment method that will be
used for processing
Required. Link lifetime. The unix timestamp (seconds)
when the login URL is expired
Required. Order id in your system
Required. Payment amount in cents.
Please note: for certain currencies (see full list here)

amount

int(20)

there is a fraction other than 100 cents per unit, this is
important if you multiply by 100 to send the amount in
cents

currency

varchar(10)

Required. Customer currency

pin

varchar(50)

Required. Unique customer id in your system

requester_ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Optional. Customer's ﬁrst name

last_name

varchar(25)

Optional. Customer's last name

dob

date

email

varchar(50)

Optional. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. City of the customer

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

state

varchar(3)

Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.

Optional Only for US, CA and AU. State/Province where the
customer resides. 3 characters ISO format. Otherwise
leave blank.
Optional. Postal Code of the customer. Only required for US
zip

varchar(12)

and CA. Can provide values for other countries. Limited to
12 alphanumeric characters only.

phone

int(20)

Optional. Numeric only, includes country area code. Should
not be a dummy sequence like 123456 or 111111, should be
at least 6 digits long.
Required. User will be redirected to a speciﬁed URL after

return_url

varchar(256)

successful deposit (except cases when there is another
rule deﬁned with higher priority)

notiﬁcation_url

varchar(256)

timestamp

int(11)

version

varchar(3)

variable1

varchar(256)

variable2

varchar(256)

gateway

varchar(32)

Required. URL to which the deposit status notiﬁcation will
be sent. Please refer to Notiﬁcation for more details.
Required. Request time. URL will be active during 1 min
after this time
Required. API version
Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. HASH value of gateway that should processed
transaction

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(75)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

redirect_url

varchar(256)

Required. Cashier Autologin URL. When redirected to this URL,
the customer will be navigated further to the Cashier deposit
page
auth_token

varchar(75)

Required. Special token that allows the customer to login during
15 min

EXAMPLE {#example}
Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/init-checkout \
-H 'Content-Type: application/json' \

-d '{
"address": "Red Street 1",
"amount": 25,
"application_key": "Sandbox",
"city": "London",
"country": "GB",
"currency": "USD",
"dob": "1981-09-05",
"email": "tom.doe@mail.com",
"expires": 1567154161,
"first_name": "Tom",
"last_name": "Doe",
"locale": "en-GB",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/orders\/999555111",
"order_id": "999555111",
"payment_method": "PraxisCC02",
"phone": "6712332112",
"pin": "123",
"requester_ip": "216.111.222.123",
"return_url": "https:\/\/merchant.com\/payment_result\/999555111",
"timestamp": 1579214082,
"version": "1.2",
"zip": "01234",
"signature":
"cf3dc16e9f3df9d9992e8d40e122c6b0ab5cbf9a343115357a15204feb2b439a47e2807a9b2642fe2bf9dfd
}'

Response (OK)
{
"auth_token": "eb2a7a96b3d5ff60c961062c6bedddb8",
"description": "Success",
"redirect_url": "https:\/\/compute.praxispay.com\/autologinform\/eb2a7a96b3d5ff60c961062c6bedddb8",
"status": 0,
"version": "1.2",
"signature":
"ee501f0f7f7a93e4be879fb759ff68400f6202df58f88f80627d7da39cfb193e95a0a717a2e77016adf6f93
}

Response (ERR)
{
"description": "Timestamp expired",
"status": 1,
"version": "1.2",
"signature":
"0f2538cb438bc3f173246f2fa80717e105a766575f880f940f9da8374b27ab092402023ac93d2f8d4e4042d

}

Cashier API init-pay-in
ENDPOINTS
CHECKLIST
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
init-pay-in is the mechanism for a quick access to the cashier using REST API.

{danger.fa-exclamation} IMPORTANT: If not provided, optional customer data ﬁelds will be
collected from customer upon login to Cashier using One-Time Registration form.
When executing the request, you receive json response that contains redirect_url parameter. The
redirect_url parameter is a link that will automatically do the customer login to Cashier.

This link should be embedded into iframe's src attribute

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/init-pay-in

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/init-pay-in

CHECKLIST {#checklist}
Please contact your account manager or technical support representative in order to conﬁrm the
following merchant acccount settings.
Item
Cashier
API v1.2
Dynamic
Return
URL

Purpose
Required for Cashier API to be allowed your CRM.

Required. The URL that user will be redirected to after successful payment. For
return_url there is a number of dynamic variables supported for this parameter.

Merchant
ID and

Required. The merchant credentials will be provided by the {{

Merchant

conﬁg('larecipe.settings.service_short_name') }} Technical Support representative.

Secret
Backoﬃce
and VT yes/no

If you consider using {{ conﬁg('larecipe.settings.service_short_name') }}
Backoﬃce and VT for customer management, please make sure to provide the
Customer Sync callback URL to {{ conﬁg('larecipe.settings.service_short_name') }}
Technical Support representative.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

signature

varchar(96)

Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)

locale

varchar(5)

Optional. User locale. For ex.: en-GB
Optional. This payment method will be opened by default

payment_method

varchar(50)

and used for transaction processing. Note that the gateway
variable has a higher priority, so if you have both of these
variables - payment_method will be ignored

currency

varchar(10)

Required. Customer currency

pin

varchar(50)

Required. Unique customer id in your system

requester_ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Optional. Customer's ﬁrst name

last_name

varchar(25)

Optional. Customer's last name

dob

date

email

varchar(50)

Optional. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. City of the customer

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

state

varchar(3)

Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.

Optional (Required for US, CA and AU). State/Province
where the customer resides. 3 characters ISO format.
Otherwise leave blank.
Optional. Customer's postal code. (Required for US and
zip

varchar(12)

CA). Can provide values for other countries. Limited to 12
alphanumeric characters only.
Optional. Numeric only. Includes country area code. Should

phone

int(20)

not be a dummy sequence like 123456 or 111111, should be
at least 9 digits long. Note that the phone variable can be
declared as a required ﬁeld on a PSP side
Required. User will be redirected to a speciﬁed URL after

return_url

varchar(256)

successful deposit (except cases when there is another
rule deﬁned with higher priority)

validation_url

varchar(256)

notiﬁcation_url

varchar(256)

timestamp

int(11)

Required. URL to which the deposit validation request will
be sent. Please refer to Validation for more details.
Required. URL to which the deposit status notiﬁcation will
be sent. Please refer to Notiﬁcation for more details.
Required. Request time. URL will be active during 1 min
after this time

version

varchar(3)

Required. API version

variable1

varchar(256)

variable2

varchar(256)

gateway

varchar(32)

Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. HASH value of gateway that should processed
transaction

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(75)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

redirect_url

varchar(256)

Required. Cashier Autologin URL. When redirected to this URL,
the customer will be navigated further to the Cashier deposit
page
auth_token

varchar(75)

Required. Special token that allows the customer to login during
15 min

EXAMPLE {#example}
Request
curl -X POST \ {{ config('larecipe.settings.sandbox_domain') }}/api/init-pay-in \
-H 'Content-Type: application/json' \
-d '{
"address": "Blue Street 1",
"application_key": "Sandbox",
"city": "London",
"country": "GB",
"currency": "USD",
"dob": "1981-09-05",
"email": "tom.doe@mail.com",
"first_name": "Tom",
"last_name": "Doe",
"locale": "en-GB",
"merchant_id": "Test-Integration-Merchant",

"notification_url": "https:\/\/api.merchant.com\/praxis\/notification\/",
"payment_method": "PraxisCC1",
"phone": "6712332112",
"pin": "123",
"requester_ip": "216.111.222.123",
"return_url": "https:\/\/merchant.com\/order\/thank_you_page",
"timestamp": 1579214137,
"validation_url":
"https:\/\/api.merchant.com\/v1\/validate_deposits\/fxodWAQVvc9SRxhDaWSJJC21f",
"version": "1.2",
"zip": "01234",
"signature":
"95656965ce76b7c19607d6905059691cac31bcad8b1486edcda77e6eb86b9d197e005ce74efdb628c1fe524
}'

Response (OK)
{
"auth_token": "eb2a7a96b3d5ff60c961062c6bedddb8",
"description": "Success",
"redirect_url": "https:\/\/compute.praxispay.com\/autologinform\/eb2a7a96b3d5ff60c961062c6bedddb8",
"status": 0,
"version": "1.2",
"signature":
"ee501f0f7f7a93e4be879fb759ff68400f6202df58f88f80627d7da39cfb193e95a0a717a2e77016adf6f93
}

Response (ERR)
{
"description": "Timestamp expired",
"status": 1,
"version": "1.2",
"signature":
"0f2538cb438bc3f173246f2fa80717e105a766575f880f940f9da8374b27ab092402023ac93d2f8d4e4042d
}

Cashier API init-pay-out
ENDPOINTS
CHECKLIST
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
init-pay-out is the mechanism for a quick access to the cashier withdrawal section using REST API.

{danger.fa-exclamation} IMPORTANT: If not provided, optional customer data ﬁelds will be
collected from customer upon login to Cashier using One-Time Registration form.
When executing the request, you receive json response that contains redirect_url parameter. The
redirect_url parameter is a link that will automatically do the customer login to Cashier.

This link should be embedded into iframe's src attribute

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/init-pay-out

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/init-pay-out

CHECKLIST {#checklist}
Please contact your account manager or technical support representative in order to conﬁrm the
following merchant acccount settings.
Item
Cashier
API v1.2
Dynamic
Return
URL

Purpose
Required for Cashier API to be allowed your CRM.

Required for return_url to work properly. There is a number of dynamic variables
supported for this parameter.

Merchant
ID and

Required. The merchant credentials will be provided by the {{

Merchant

conﬁg('larecipe.settings.service_short_name') }} Technical Support representative.

Secret
Backoﬃce
and VT yes/no

If you consider using {{ conﬁg('larecipe.settings.service_short_name') }}
Backoﬃce and VT for customer management, please make sure to provide the
Customer Sync callback URL to {{ conﬁg('larecipe.settings.service_short_name') }}
Technical Support representative.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

signature

varchar(96)

Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)

payment_method

varchar(32)

locale

varchar(5)

Optional. User locale. For ex.: en-GB

pin

varchar(50)

Required. Unique customer id in your system

requester_ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Optional. Customer's ﬁrst name

last_name

varchar(25)

Optional. Customer's last name

dob

date

email

varchar(50)

Optional. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. City of the customer

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

currency

varchar(10)

Required. Customer currency

Optional. Please note: if gateway is provided and non-null,
it will override the payment_method

Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.

Optional Only for US, CA and AU.State/Province where the
state

varchar(3)

customer resides. 3 characters ISO format. Otherwise
leave blank.
Optional. Postal Code of the customer. Only required for US

zip

varchar(12)

and CA. Can provide values for other countries. Limited to
12 alphanumeric characters only.
Optional. Numeric only, includes country area code. Should

phone

int(20)

not be a dummy sequence like 123456 or 111111, should be
at least 6 digits long.
Required. User will be redirected to a speciﬁed URL after

return_url

varchar(256)

successful deposit (except cases when there is another
rule deﬁned with higher priority)

validation_url

varchar(256)

notiﬁcation_url

varchar(256)

timestamp

int(11)

version

varchar(3)

Required. URL to which the deposit validation request will
be sent. Please refer to Validation for more details.
Required. URL to which the deposit status notiﬁcation will
be sent. Please refer to Notiﬁcation for more details.
Required. Request time. URL will be active during 1 min
after this time
Required. API version

balance

int(20)

Optional. Current balance in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,
BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

variable1

varchar(256)

variable2

varchar(256)

gateway

varchar(32)

Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. HASH value of gateway that should processed
transaction

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(75)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

redirect_url

varchar(256)

Required. Cashier Autologin URL. When redirected to this URL,
the customer will be navigated further to the Cashier deposit
page
auth_token

varchar(75)

Required. Special token that allows the customer to login during
15 min

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"
curl -X POST \ {{ config('larecipe.settings.sandbox_domain') }}/api/init-pay-out \
-H 'Content-Type: application/json' \
-d '{
"address": "Green Street 1",
"application_key": "Sandbox",
"city": "London",
"country": "GB",
"currency": "USD",
"dob": "1981-09-05",

"email": "tom.doe@mail.com",
"first_name": "Tom",
"last_name": "Doe",
"locale": "en-GB",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/payouts\/933399",
"phone": "6712332112",
"pin": "123",
"requester_ip": "216.111.222.123",
"return_url": "https:\/\/merchant.com\/payment_result\/933399",
"timestamp": 1579214207,
"validation_url": "https:\/\/api.merchant.com\/v1\/validate_deposits\/933399",
"version": "1.2",
"zip": "01234",
"signature":
"ffcc4da894ef8da00dd22d79c2c12ac344af8333ee9708df841701882596deff56055388ac4b31b9c8cc61f
}'

Response (OK)
{
"auth_token": "eb2a7a96b3d5ff60c961062c6bedddb8",
"description": "Success",
"redirect_url": "https:\/\/compute.praxispay.com\/autologinform\/eb2a7a96b3d5ff60c961062c6bedddb8",
"status": 0,
"version": "1.2",
"signature":
"ee501f0f7f7a93e4be879fb759ff68400f6202df58f88f80627d7da39cfb193e95a0a717a2e77016adf6f93
}

Response (ERR)
{
"description": "Timestamp expired",
"status": 1,
"version": "1.2",
"signature":
"0f2538cb438bc3f173246f2fa80717e105a766575f880f940f9da8374b27ab092402023ac93d2f8d4e4042d
}

Cashier API init-pay-out-order
ENDPOINTS
CHECKLIST
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
init-pay-out-order is the interface to initiate the withdrawal requisites entry for given amount

(order).
{danger.fa-exclamation} IMPORTANT: If not provided, optional customer data ﬁelds will be
collected from customer upon login to Cashier using One-Time Registration form.
When executing the request, you receive json response that contains redirect_url parameter. The
redirect_url parameter is a link that will automatically do the customer login to Cashier.

This link should be embedded into iframe's src attribute
{danger.fa-exclamation-triangle} IMPORTANT: In case of init-pay-out-order ﬂow, the validation
request is not sent to CRM.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/init-pay-out-order

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/init-pay-out-order

CHECKLIST {#checklist}
Please contact your account manager or technical support representative in order to conﬁrm the
following merchant acccount settings.
Item
Cashier
API v1.2
Dynamic
Return
URL

Purpose
Required for Cashier API to be allowed your CRM.

Required for return_url to work properly. There is a number of dynamic variables
supported for this parameter.

Merchant
ID and

Required. The merchant credentials will be provided by the {{

Merchant

conﬁg('larecipe.settings.service_short_name') }} Technical Support representative.

Secret
Backoﬃce
and VT yes/no
Dynamic

If you consider using {{ conﬁg('larecipe.settings.service_short_name') }}
Backoﬃce and VT for customer management, please make sure to provide the
Customer Sync callback URL to {{ conﬁg('larecipe.settings.service_short_name') }}
Technical Support representative.
Required for locking to one successful transaction per session when using init-pay-

Order

out-order.

Interface

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

signature

varchar(96)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)

payment_method

varchar(32)

locale

varchar(5)

Optional. User locale. For ex.: en-GB

order_id

varchar(50)

Required. Order id in your system

Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

Optional. Please note: if gateway is provided and non-null,
it will override the payment_method

Required. Payment amount in cents.
Please note: for certain currencies (see full list here)
amount

int(20)

there is a fraction other than 100 cents per unit, this is
important if you multiply by 100 to send the amount in
cents

currency

varchar(10)

Required. Customer currency

pin

varchar(50)

Required. Unique customer id in your system

requester_ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Optional. Customer's ﬁrst name

last_name

varchar(25)

Optional. Customer's last name

dob

date

email

varchar(50)

Optional. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. City of the customer

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

state

varchar(3)

Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.

Optional (Required for US, CA and AU). State/Province
where the customer resides. 3 characters ISO format.
Otherwise leave blank.
Optional. Customer's postal code. (Required for US and
zip

varchar(12)

CA). Can provide values for other countries. Limited to 12
alphanumeric characters only.

phone

int(20)

Optional. Numeric only. Includes country area code. Should
not be a dummy sequence like 123456 or 111111, should be

at least 9 digits long. Note that the phone variable can be
declared as a required ﬁeld on a PSP side
Required. User will be redirected to a speciﬁed URL after
return_url

varchar(256)

successful payout (except cases when there is another rule
deﬁned with higher priority)

notiﬁcation_url

varchar(256)

timestamp

int(11)

version

varchar(3)

Required. URL to which the payout status notiﬁcation will
be sent. Please refer to Notiﬁcation for more details.
Required. Request time. URL will be active during 1 min
after this time
Required. API version
Optional. Current balance in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,

balance

int(20)

BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

variable1

varchar(256)

variable2

varchar(256)

gateway

varchar(32)

Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. HASH value of gateway that should processed
transaction

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(75)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

redirect_url

varchar(256)

Required. Cashier Autologin URL. When redirected to this URL,
the customer will be navigated further to the Cashier deposit
page
auth_token

varchar(75)

Required. Special token that allows the customer to login during
15 min

EXAMPLE {#example}

Request
For example below: Merchant Secret = "MerchantSecretKey"
curl -X POST \ {{ config('larecipe.settings.sandbox_domain') }}/api/init-pay-out-order
\
-H 'Content-Type: application/json' \
-d '{
"address": "Green Street 1",
"amount": 25,
"application_key": "Sandbox",
"city": "London",
"country": "GB",
"currency": "USD",
"dob": "1981-09-05",
"email": "tom.doe@mail.com",
"first_name": "Tom",
"last_name": "Doe",
"locale": "en-GB",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/payouts\/112233",
"order_id": "112233",
"phone": "6712332112",
"pin": "123",
"requester_ip": "216.111.222.123",
"return_url": "https:\/\/merchant.com\/payment_result\/112233",
"timestamp": 1579214267,
"version": "1.2",
"zip": "01234",
"signature":
"73c071d641fea7b8b695e40118990e2b9a82fc6296c1ddb31547edddeffe899226ebf90004611bb129c3071
}'

Response (OK)
{
"auth_token": "eb2a7a96b3d5ff60c961062c6bedddb8",
"description": "Success",
"redirect_url": "https:\/\/compute.praxispay.com\/autologinform\/eb2a7a96b3d5ff60c961062c6bedddb8",
"status": 0,
"version": "1.2",
"signature":
"ee501f0f7f7a93e4be879fb759ff68400f6202df58f88f80627d7da39cfb193e95a0a717a2e77016adf6f93
}

Response (ERR)

{
"description": "Timestamp expired",
"status": 1,
"version": "1.2",
"signature":
"0f2538cb438bc3f173246f2fa80717e105a766575f880f940f9da8374b27ab092402023ac93d2f8d4e4042d
}

Direct API Notification webhook
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Notiﬁcation is sent in case of asynchronous ﬂow (3D Secure conﬁrmation by the customer) - when the
transaction status has changed to it's ﬁnal status, usually it's conﬁrmation, cancellation or timeout.
The asynchronous ﬂow can be recognized by the transaction status received in response pending_async .

{danger.fa-exclamation} IMPORTANT #1: In case if your API response contains "status":-1 or
responds in unrecognized format, the notiﬁcation will be resent automatically within
approximately 5 minutes.
{danger.fa-exclamation} IMPORTANT #2: Sometimes transaction_id (PSP transaction identiﬁer)
is empty, this may happen in the cases when the PSP has rejected the processing attempt due to
input validation or payment service unavailability.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description
Required. Processed amount in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,

amount

int(20)

BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Processed currency

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

order_id

varchar(50)

Required. Transaction identiﬁer in your system

trace_id

int(11)

transaction_id

varchar(50)

Optional. Transaction identiﬁer in PSP

payment_processor

varchar(50)

Required. Payment processor

gateway

varchar(32)

Required. Gateway doing the processing

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}

Required.
- pending - processing initiated, ﬁnal response expected
from PSP
transaction_status

varchar(16)

- approved - processing was successful
- declined - processing failed
- cancelled - processing cancelled by the merchant or
client
- requested - merchant action expected (approval)

error_code

varchar(32)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

Required. Request time. URL will be active during 1 min

timestamp

int(11)

version

varchar(3)

signature

varchar(96)

after this time
Required. API version
Required. sha384 HASH code of response (same as in
request)

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(256)

error for any exception as it helps to diagnose issues in
production
Required. Request time. URL will be active during 1 min after

timestamp

int(11)

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

this time

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"
Request
curl -X POST \ https://api.merchant.com/v1/deposits/tx-1560610955 \
-H 'Content-Type: application/json' \
-d '{
"amount": 100,
"currency": "USD",
"description": "Ok",
"error_code": "0",
"error_details": "Transaction status: approved",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"merchant_id": "Test-Integration-Merchant",
"order_id": "test-1560610955",
"payment_processor": "TestPP",
"timestamp": 1579218094,
"trace_id": 1000000680,
"transaction_id": "15607165967613",
"transaction_status": "approved",
"version": "1.2",
"signature":
"4b7471daa8f9caacec4baa6c645a73ff0138378ddaa5025c5ccb12eb01ec3996202ce2f5e1e76d7a6a0140b

}'

Response (OK)
{
"description":"Notification registered successfully",
"status":0,
"timestamp":1560644992,
"version":"1.2",
"signature":"8c9e2bc711f64671fec91dee9a948388496a1476ffc8c90de6d581ed3189f086432428fb745
}

Response (ERR)
{
"description": "Notification handling failed",
"status": 1,
"timestamp": 1579217988,
"version": "1.2",
"signature":
"6ba6e5a9072d18e3e3ed11ac1447e9362a5c88c288c3220fc0ad174ee7049428d7c57df4114b122490c3bf1
}

Please refer to How to Build Signature for details on signing the request.

Return URL Example
CUSTOMER DATA CONDITIONS
TRANSACTION DATA CONDITIONS
Upon successful deposit the customer sees the deposit summary page. After the deposit, the
“Continue” button will be at the bottom of the summary page, by clicking on which the client will be
redirected to the speciﬁed URL.

Available customer data conditions: {#example_customer}
Condition

Description

Example

Unique
{{customer.pin}}

customer id
in your

https://yoursite.com/success/{{customer.pin}}

system
The name of
the user who
{{customer.first_name}}

conducted

https://yoursite.com/success/{{customer.ﬁrst_name}}

the
transaction
Last name of
the user who
{{customer.last_name}}

conducted

https://yoursite.com/success/{{customer.last_name}}

the
transaction
DOB of the
user who
{{customer.dob}}

conducted

https://yoursite.com/success/{{customer.dob}}

the
transaction
User data is taken from the data that is sent to us when initializing init methods (API 1.2).

Available transaction data conditions:
{#example_transaction}
Condition
{{transaction.transaction_type}}

Description

Example

Transaction Type

https://yoursite.com/success/

deposit

or payout

Current Transaction
{{transaction.transaction_status}}

Status (pending,
approved, decline)

{{transaction.transaction_id}}

{{transaction.trace_id}}

{{transaction.transaction_type}}
https://yoursite.com/success/
{{transaction.transaction_status}}

Transaction ID in

https://yoursite.com/success/

your CRM

{{transaction.transaction_id}}

Transaction ID in

https://yoursite.com/success/

our system

{{transaction.trace_id}}

A value referencing
a unique order id
within your
shopping
cart system. This
{{transaction.order_id}}

value will be

https://yoursite.com/success/

referenced within

{{transaction.order_id}}

the cashier
for payment
attempts. (initcheckout, init-payout-order)

{{transaction.amount}}

{{transaction.currency}}

Amount of funds

https://yoursite.com/success/
{{transaction.amount}}

Transaction

https://yoursite.com/success/

currency

{{transaction.currency}}

Payment Method
{{transaction.payment_method}}

Transactions (Visa,

https://yoursite.com/success/

MasterCard, Skrill

{{transaction.payment_method}}

...)
Payment processor
{{transaction.payment_processor}}

that processes the
transaction
Token that you get

{{transaction.auth_token}}

when initializing
init

methods

https://yoursite.com/success/
{{transaction.payment_processor}}

https://yoursite.com/success/
{{transaction.auth_token}}

You can also combine conditions.
Example:
https://yoursite.com/{{transaction.transaction_status}}/{{transaction.trace_id}}

Cashier API Validation
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Validation request is sent upon Cashier login (see {init-pay-in}, {init-pay-out}) when the customer has
entered the payment details and submitted the deposit and payout request form. The validation call
lets you apply the logic on the CRM side in order to conﬁrm or reject this submission before the
processing has been attempted.
{danger.fa-exclamation} IMPORTANT: For {init-checkout} and {init-pay-out-order} the validation
is not called because both assume that the customer is sent to Cashier to do at most one
successful deposit or payout request for the predeﬁned amount. So the validation is ommitted and
only the notiﬁcations are sent for these methods.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description
Required. Transaction type. Allowed values are:

transaction_type

varchar(8)

sale

(deposit)

payout

(withdrawal)

refund

(return deposit funds)

Required. pending - processing initiated, ﬁnal response
transaction_status

varchar(16)

expected from PSP
requested

- merchant action expected (approval)

transaction_id

varchar(50)

Optional. Transaction identiﬁer in PSP

order_id

varchar(50)

Optional. Transaction identiﬁer in your system

application_key

varchar(32)

Required. Identiﬁer of your application (website)

pin

varchar(50)

Required. Unique customer id in your system
Required. Amount in cents.

amount

int(20)

Please note: for certain currencies (see full list here) there
is a fraction other than 100 cents per unit, this is important
if you multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Payment currency

payment_method

varchar(50)

Required. Payment method

created_by

varchar(50)

Optional. Transaction was created by

auth_token

varchar(75)

Optional. Auth token provided upon Cashier session init call

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

version

int(11)

Required. API version

timestamp

varchar(3)

Required. Request time. URL will be active during 1 min
after this time

signature

varchar(96)

Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(256)

error for any exception as it helps to diagnose issues in
production

signature

varchar(256)

Required. Hash of the response parameters

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"
Request
curl -X POST \ {{ config('larecipe.settings.sandbox_domain') }}/api/validation \
-H 'Content-Type: application/json' \
-d '{
"amount": 1200,
"application_key": "Sandbox",
"auth_token": "a60927468a5b32afe31468d780c57a32",
"created_by": "INTERNET",
"currency": "EUR",
"merchant_id": "Test-Integration-Merchant",
"order_id": null,
"payment_method": "VISA",
"pin": "7",
"timestamp": 1578878687,
"trace_id": null,
"transaction_id": null,
"transaction_status": "pending",
"transaction_type": "sale",
"version": "1.2",
"signature":
"1631c64c3fdebd18ae9dd1462eecfb6fa62b7913efebcbe0b36187ec76503b80762604dd3708dd6c6a355c3
}'

Response (OK)
{
"description": "Success",
"status": 0,

"timestamp": 1579214373,
"version": "1.2",
"signature":
"f4ffb09f9203f8f20a5050929e3a6b3f7560fb0001f550ea7cc56bbffd5d818eca4eaaa3a85771f1c583f04
}

Response (ERR)
{
"description": "Deposit count exceeded",
"status": 1,
"timestamp": 1579214385,
"version": "1.2",
"signature":
"af1619ab813b67f825081c5ced1ef2b6af903f91b2d77d320a96ab89d507eb79869516a55400790fb32be28
}

Direct API {direct}
Direct API lets you use a single integration to connect with a variety of e-wallets and online banking
solutions. In few easy steps you will open a direct path for your customers to pay in most convenient
way with their local payment solutions.
Currently Direct API oﬀers the following APIs:
- Sale transaction API lets you receive the payments from customers;
- Payout transaction API is a fund transfer from your merchant account to customer's wallet or bank
account;
In addition, the following webhooks are available in order to stay up-to-date with the updates
asynchronously:
- Notiﬁcation will be triggered each time that the transaction status changes;
Direct API is a single integration to let your customers pay with a number of alternative payment
methods directly. For that reason the API call for each payment method is slightly diﬀerent: it has to
consider the local personal ID or e-wallet payer identity, whichever is being used by a certain payment
solution.
By following this link you can ﬁnd some examples of how the API invocation may vary depending on
the payment method:
- Payment Methods and Examples

Direct API Payment Methods
Sample EWallet #1
Sample EWallet #2
Direct API is a single integration to let your customers pay with a number of alternative payment
methods directly. For that reason the API call for each payment method is slightly diﬀerent: it has to
consider the local personal ID or e-wallet payer identity, whichever is being used by a certain payment
solution.
Below you can ﬁnd several examples of how the invocation diﬀers depending on the payment method
chosen.

Sample EWallet #1 {#sample_ewallet_1}
Payment Request DATA ﬁelds for EWallet #1
Variable

Type

Description

data_email

varchar(50)

Required. An e-wallet login email to identify the payer.

Below is an example of the APM-speciﬁc data being populated in the request.
Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/direct \
-H 'Content-Type: application/json' \
-d '{
"amount": "100",
"application_key": "Sandbox",
"country": "GB",
"currency": "USD",
"data_email": "john.doe@nomail.com",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/deposits\/tx-1560610955",
"order_id": "test-1560610955",
"pin": "1",
"return_url": "https:\/\/merchant.com\/payment_result\/tx-1560610955",
"timestamp": 1589315309,
"transaction_type": "sale",
"version": "1.2",
"signature":
"7ffa33b1d199b03925854c31e65fda740f6042d9d024b4ed3e146e0abd0875683607abaa4fe8deee24e2709
}'

Withdrawal Request DATA ﬁelds for EWallet #1
Variable

Type

Description

data_email

varchar(50)

Required. An e-wallet login email to identify the payer.

Below is an example of the APM-speciﬁc data being populated in the request.
Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/direct \
-H 'Content-Type: application/json' \
-d '{
"amount": "100",
"application_key": "Sandbox",
"country": "GB",
"currency": "USD",
"data_email": "john.doe@nomail.com",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/deposits\/tx-1560610955",
"order_id": "test-1560610955",
"pin": "1",
"return_url": "https:\/\/merchant.com\/payment_result\/tx-1560610955",
"timestamp": 1589322875,
"transaction_type": "payout",
"version": "1.2",
"signature":
"392e70a549c5d8fd6f7e7c851dc5394780ee32d93a2a867f74e5ca464e4fa183f6b8712930eeef34b921c19
}'

Sample EWallet #2 {#sample_ewallet_2}
Payment Request DATA ﬁelds for EWallet #2
Variable

Type

Description

data_full_name

varchar(50)

Required. Payer's full name.

data_phone_number

int(13)

Required. Payer's phone number (login).

Below is an example of the APM-speciﬁc data being populated in the request.
Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/direct \
-H 'Content-Type: application/json' \
-d '{
"amount": "100",
"application_key": "Sandbox",
"country": "GB",
"currency": "USD",
"data_full_name": "John Doe",
"data_phone_number": "447491945309",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/deposits\/tx-1560610955",
"order_id": "test-1560610955",

"pin": "1",
"return_url": "https:\/\/merchant.com\/payment_result\/tx-1560610955",
"timestamp": 1589315756,
"transaction_type": "sale",
"version": "1.2",
"signature":
"58334d26f74d530afdedec3e32615ee094e23ec3e9783628c968b58c774cbb9c57a72bf7a97fa1faca143c7
}'

Withdrawal for EWallet #2 - NOT SUPPORTED

Direct API {direct} Payout
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Payout transaction method over Direct API lets you send funds from your merchant account to
customer's e-wallet or bank account.
{danger.fa-exclamation} IMPORTANT: Sometimes transaction_id (PSP transaction identiﬁer) is
empty, this may happen in the cases when the PSP has rejected the processing attempt due to
input validation or unavailability of the processing gateway.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/direct

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/direct

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description
Required. Transaction amount in cents.

amount

int(20)

Please note: for certain currencies (see full list here) there
is a fraction other than 100 cents per unit, this is important
if you multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Transaction currency

pin

varchar(50)

Required. Unique customer id in your system

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

data_PARAM

-

Optional. List of zero-to-many parameters according to
speciﬁcation of each speciﬁc PSP. See Direct API Data Fields
for more details.
gateway

varchar(32)

Required. Gateway doing the processing

application_key

varchar(32)

Required. Identiﬁer of your application (website)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

return_url

varchar(256)

notiﬁcation_url

varchar(256)

order_id

varchar(50)

Required. Transaction identiﬁer in your system

transaction_type

varchar(8)

Required. Transaction type. Must be set to sale for deposit

Required. User will be redirected to a speciﬁed URL upon
3D Secure conﬁrmation (in case of 3D Secure ﬂow)
Required. URL to which the deposit status notiﬁcation will
be sent

timestamp

int(11)

Required. Request time. URL will be active during 1 min
after this time

version

varchar(3)

signature

varchar(96)

Required. API version
Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the

description

varchar(256)

actual error for any exception as it helps to diagnose
issues in production
Optional. Redirect URL to login or payment page at PSP.

redirect_url

varchar(256)

Appears only in combination with
"transaction_status":"pending_async"

trace_id

int(11)

transaction_id

varchar(50)

Optional. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}
Optional. Transaction identiﬁer in PSP
Required.
- pending - processing initiated, ﬁnal response expected
from PSP

transaction_status

varchar(16)

- approved - processing was successful
- rejected - processing failed
- pending_async - customer action expected (3D Secure,
etc.)

payment_processor

varchar(25)

Optional. Actual payment service provider
Optional. Payment method, whether it is predeﬁned and

payment_method

varchar(25)

corresponds to PSP or one of variety methods oﬀered by
PSP as a part of payment process

error_code

int(10)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in
request)

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"

In this example we assume that our PSP requires full name as a part of request, accepted with
data_full_name request attribute.

Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/direct \
-H 'Content-Type: application/json' \
-d '{
"amount": "100",
"application_key": "Sandbox",
"country": "GB",
"currency": "USD",
"data_full_name": "John Doe",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/deposits\/tx-1560610955",
"order_id": "test-1560610955",
"pin": "1",
"return_url": "https:\/\/merchant.com\/payment_result\/tx-1560610955",
"timestamp": 1588796654,
"transaction_type": "payout",
"version": "1.2",
"signature":
"cd2a4fac3deb0082f2faf414fa4723e9511c1b7c0f4d3e3fa724b1466b40a13ba4d148022a35a451a88079d
}'

Response (Redirect)
{
"description": "Ok",
"error_code": "0",
"error_details": "[TEST] Transaction status: redirect",
"payment_processor": "Test E-Wallet",
"redirect_url": "https:\/\/ccporttest.praxispay.com\/site\/process\/WEYrdE5XKzhhKzRjQjBIbE5kWlpLZz09",
"status": 0,
"trace_id": 1000000680,
"transaction_id": "15607165967613",
"transaction_status": "pending_async",
"version": "1.2",
"signature":
"75d2fd31757ac3717c594983cec015130123f813979d6ffa74c096f506cad4587a774445836070014fbae2b
}

Response (Approved)
{
"description": "Ok",
"error_code": "0",

"error_details": "[TEST] Transaction status: approved",
"payment_processor": "Test E-Wallet",
"redirect_url": null,
"status": 0,
"trace_id": 1000000681,
"transaction_id": "15607165967620",
"transaction_status": "approved",
"version": "1.2",
"signature":
"6b3868298fda3b8ac824de0524db0dcd3ab6e2fb8c7234e091d10adb736dc7696faee249707e3ed41b566be
}

Response (Rejected)
{
"description": "Ok",
"error_code": "1",
"error_details": "[TEST] Transaction status: rejected",
"payment_processor": "Test E-Wallet",
"redirect_url": null,
"status": 0,
"trace_id": 1000000682,
"transaction_id": "15607165967622",
"transaction_status": "rejected",
"version": "1.2",
"signature":
"dfe57cca17865e091054c6240b36895d3c8b31efca081960e797b7b3c821811210a6f02a3932a25bca21e3f
}

Direct API {direct} Sale
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Sale transaction method over Direct API lets you accept the payments via local e-wallet and online
banking solutions with an easy one-time integration.
{danger.fa-exclamation} IMPORTANT: Sometimes transaction_id (PSP transaction identiﬁer) is
empty, this may happen in the cases when the PSP has rejected the processing attempt due to
input validation or unavailability of the processing gateway.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/direct

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/direct

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description
Required. Transaction amount in cents.

amount

int(20)

Please note: for certain currencies (see full list here) there
is a fraction other than 100 cents per unit, this is important
if you multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Transaction currency

pin

varchar(50)

Required. Unique customer id in your system

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

data_PARAM

-

Optional. List of zero-to-many parameters according to
speciﬁcation of each speciﬁc PSP. See Direct API Data Fields
for more details.
gateway

varchar(32)

Required. Gateway doing the processing

application_key

varchar(32)

Required. Identiﬁer of your application (website)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

return_url

varchar(256)

notiﬁcation_url

varchar(256)

order_id

varchar(50)

Required. Transaction identiﬁer in your system

transaction_type

varchar(8)

Required. Transaction type. Must be set to sale for deposit

Required. User will be redirected to a speciﬁed URL upon
3D Secure conﬁrmation (in case of 3D Secure ﬂow)
Required. URL to which the deposit status notiﬁcation will
be sent

timestamp

int(11)

Required. Request time. URL will be active during 1 min
after this time

version

varchar(3)

signature

varchar(96)

Required. API version
Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the

description

varchar(256)

actual error for any exception as it helps to diagnose
issues in production
Optional. Redirect URL to login or payment page at PSP.

redirect_url

varchar(256)

Appears only in combination with
"transaction_status":"pending_async"

trace_id

int(11)

transaction_id

varchar(50)

Optional. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}
Optional. Transaction identiﬁer in PSP
Required.
- pending - processing initiated, ﬁnal response expected
from PSP

transaction_status

varchar(16)

- approved - processing was successful
- rejected - processing failed
- pending_async - customer action expected (3D Secure,
etc.)

payment_processor

varchar(25)

Optional. Actual payment service provider
Optional. Payment method, whether it is predeﬁned and

payment_method

varchar(25)

corresponds to PSP or one of variety methods oﬀered by
PSP as a part of payment process

error_code

int(10)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in
request)

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"

In this example we assume that our PSP requires full name as a part of request, accepted with
data_full_name request attribute.

Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/direct \
-H 'Content-Type: application/json' \
-d '{
"amount": "100",
"application_key": "Sandbox",
"country": "GB",
"currency": "USD",
"data_full_name": "John Doe",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/deposits\/tx-1560610955",
"order_id": "test-1560610955",
"pin": "1",
"return_url": "https:\/\/merchant.com\/payment_result\/tx-1560610955",
"timestamp": 1588796654,
"transaction_type": "sale",
"version": "1.2",
"signature":
"cd2a4fac3deb0082f2faf414fa4723e9511c1b7c0f4d3e3fa724b1466b40a13ba4d148022a35a451a88079d
}'

Response (Redirect)
{
"description": "Ok",
"error_code": "0",
"error_details": "[TEST] Transaction status: redirect",
"payment_processor": "Test E-Wallet",
"redirect_url": "https:\/\/ccporttest.praxispay.com\/site\/process\/WEYrdE5XKzhhKzRjQjBIbE5kWlpLZz09",
"status": 0,
"trace_id": 1000000680,
"transaction_id": "15607165967613",
"transaction_status": "pending_async",
"version": "1.2",
"signature":
"75d2fd31757ac3717c594983cec015130123f813979d6ffa74c096f506cad4587a774445836070014fbae2b
}

Response (Approved)
{
"description": "Ok",
"error_code": "0",

"error_details": "[TEST] Transaction status: approved",
"payment_processor": "Test E-Wallet",
"redirect_url": null,
"status": 0,
"trace_id": 1000000681,
"transaction_id": "15607165967620",
"transaction_status": "approved",
"version": "1.2",
"signature":
"6b3868298fda3b8ac824de0524db0dcd3ab6e2fb8c7234e091d10adb736dc7696faee249707e3ed41b566be
}

Response (Rejected)
{
"description": "Ok",
"error_code": "1",
"error_details": "[TEST] Transaction status: rejected",
"payment_processor": "Test E-Wallet",
"redirect_url": null,
"status": 0,
"trace_id": 1000000682,
"transaction_id": "15607165967622",
"transaction_status": "rejected",
"version": "1.2",
"signature":
"dfe57cca17865e091054c6240b36895d3c8b31efca081960e797b7b3c821811210a6f02a3932a25bca21e3f
}

Direct API Notification webhook
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Notiﬁcation is sent in case of asynchronous ﬂow (3D Secure conﬁrmation by the customer) - when the
transaction status has changed to it's ﬁnal status, usually it's conﬁrmation, cancellation or timeout.
The asynchronous ﬂow can be recognized by the transaction status received in response pending_async .

{danger.fa-exclamation} IMPORTANT #1: In case if your API response contains "status":-1 or
responds in unrecognized format, the notiﬁcation will be resent automatically within
approximately 5 minutes.
{danger.fa-exclamation} IMPORTANT #2: Sometimes transaction_id (PSP transaction identiﬁer)
is empty, this may happen in the cases when the PSP has rejected the processing attempt due to
input validation or payment service unavailability.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description
Required. Processed amount in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,

amount

int(20)

BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Processed currency

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

order_id

varchar(50)

Required. Transaction identiﬁer in your system

trace_id

int(11)

transaction_id

varchar(50)

Optional. Transaction identiﬁer in PSP

payment_processor

varchar(50)

Required. Payment processor

gateway

varchar(32)

Required. Gateway doing the processing

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}

Required.
- pending - processing initiated, ﬁnal response expected
from PSP
transaction_status

varchar(16)

- approved - processing was successful
- declined - processing failed
- cancelled - processing cancelled by the merchant or
client
- requested - merchant action expected (approval)

error_code

varchar(32)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

Required. Request time. URL will be active during 1 min

timestamp

int(11)

version

varchar(3)

signature

varchar(96)

after this time
Required. API version
Required. sha384 HASH code of response (same as in
request)

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(256)

error for any exception as it helps to diagnose issues in
production
Required. Request time. URL will be active during 1 min after

timestamp

int(11)

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

this time

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"
Request
curl -X POST \ https://api.merchant.com/v1/deposits/tx-1560610955 \
-H 'Content-Type: application/json' \
-d '{
"amount": 100,
"currency": "USD",
"description": "Ok",
"error_code": "0",
"error_details": "Transaction status: approved",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"merchant_id": "Test-Integration-Merchant",
"order_id": "test-1560610955",
"payment_processor": "TestPP",
"timestamp": 1579218094,
"trace_id": 1000000680,
"transaction_id": "15607165967613",
"transaction_status": "approved",
"version": "1.2",
"signature":
"4b7471daa8f9caacec4baa6c645a73ff0138378ddaa5025c5ccb12eb01ec3996202ce2f5e1e76d7a6a0140b

}'

Response (OK)
{
"description":"Notification registered successfully",
"status":0,
"timestamp":1560644992,
"version":"1.2",
"signature":"8c9e2bc711f64671fec91dee9a948388496a1476ffc8c90de6d581ed3189f086432428fb745
}

Response (ERR)
{
"description": "Notification handling failed",
"status": 1,
"timestamp": 1579217988,
"version": "1.2",
"signature":
"6ba6e5a9072d18e3e3ed11ac1447e9362a5c88c288c3220fc0ad174ee7049428d7c57df4114b122490c3bf1
}

Please refer to How to Build Signature for details on signing the request.

Overview Data Formats
CURRENCY FRACTION
SUPPORTED LOCALES

Currency Fraction {#currency_fraction}
Certain currencies don't have cents or have the fraction of 1000. In most cases the fraction is 100, for
ex., USD 1 = 100 cents.
Below is the list of currencies having the fraction other than 100:
Currency Name

ISO-4217

Fraction

Bahraini dinar

BHD

1000

Iraqi dinar

IQD

1000

Jordanian dinar

JOD

1000

Kuwaiti dinar

KWD

1000

Libyan dinar

LYD

1000

Omani rial

OMR

1000

Tunisian dinar

TND

1000

Burundian franc

BIF

1

Chilean peso

CLP

1

Djiboutian franc

DJF

1

Guinean franc

GNF

1

Icelandic króna

ISK

1

Japanese yen

JPY

1

Comoro franc

KMF

1

South Korean won

KRW

1

Paraguayan guaraní

PYG

1

Rwandan franc

RWF

1

Ugandan shilling

UGX

1

Uruguay Peso

UYI

1

Vietnamese đồng

VND

1

Vanuatu vatu

VUV

1

CFA franc BEAC

XAF

1

CFA franc BCEAO

XOF

1

CFP franc

XPF

1

Supported Locales {#supported_locales}
Below is the list of locales are supported:
Code

Language (Region)

ar-SA

Arabic - Saudi Arabia

de-DE

German - Germany

el-GR

Greek - Greece

en-GB

English - Great Britain

es-ES

Spanish - Spain (Traditional)

ﬁ-FI

Finnish - Finland

fr-FR

French - France

he-IL

Hebrew - Israel

id-ID

Indonesian - Indonesia

it-IT

Italian - Italy

jp-JP

Japanese - Japan

nl-NL

Dutch - Netherlands

pl-PL

Polish - Poland

pt-PT

Portuguese - Portugal

ru-RU

Russian - Russia

sv-SE

Swedish - Sweden

th-TH

Thai - Thailand

tr-TR

Turkish - Turkey

vi-VN

Vietnamese - Vietnam

zh-CN

Chinese (Simpliﬁed) - China

zh-TW

Chinese (Traditional) - Taiwan

Overview Business and Technical Decisions
WEB SERVICE DEVELOPMENT
PAYOUT MANAGEMENT
CURRENCIES
PAYMENT PROCESSORS

Web Service Development {#web-service-dev}
Integrating a new Platform within the Cashier requires the Platform to have an API exposing the
necessary web services to be consumed by the Cashier. During the Platform’s web service
development phase , we normally recommend it to be handled over the Internet as it allows for faster
iterations between your Platform team and our Cashier team. Once this testing phase is completed,
we can proceed to installing the Cashier into your computing environment and run more tests as API
integration is essentially completed. This would typically be an internal LAN communication between
the Cashier and your Platform, oﬀering the beneﬁts of a faster, more secure, direct connection
between both applications.
image
To implement your API web service, you can choose your coding language of preference as long as
you support HTTPS POST and are web friendly. You also have your choice of the request/response of
your web service between: raw HTTP Post, JSON, XML or SOAP XML, etc. We do not recommend using
RESTful HTTP status codes but instead return an HTTP 200 OK status when your web service was able
to accept and process the request, and if any application errors occurred, then return those details in
the web service response body in your chosen format (e.g. serialized response either querystring, XML
or JSON). If possible your API should always return an accurate reason for any service method failure,
which facilitates troubleshooting issues in production to the business operators.

Payout Management {#payout-management}
When to Debit the Customer’s Account for a Payout
The Cashier oﬀers ﬂexibility in handling payout transactions with your Platform. Determining when a
payout is debited has an impact on your customer experience and business processes. Using the Front
End Option setting “Payout debited upon event” you have the choice of debiting the customer account
at the point of:
** Payout Requested (CreatePayout) **
** Payout Authorized (UpdatePayout – status Authorized) **
** Payout InProgress (UpdatePayout – status InProgress) **
The Cashier uses this setting to know when the balance of the customer will be debited and when to
mark the payout transaction as debited within its system. This is important due to rules the Cashier
manages on whether or not a payout amount or fee can be edited and for determining checks for
ensuring the customer’s balance has suﬃcient funds for the payout request.
Customers who request a payout can be prevented from depositing in the Cashier while they have
payout requests that have not reached the Authorized status. If that is the case, the Cashier allows
them to cancel the payout requests and allows making another deposit. The customer’s balance is
debited for their payout at one of the status stages described above.

If you debit the customer’s balance upon the initial Payout Request, the customer is unable to spend
that payout amount requested from their balance as it is reserved for their payout. This setting
usually beneﬁts the customer over the merchant as the customer cannot accidentally spend those
funds intended for the payout and run into an insuﬃcient funds issue when the payout is about to be
processed. It also forces a restriction in the Cashier’s Backoﬃce that the payout amount and fee
cannot be changed which makes it less ﬂexible for the operator to manage payout requests. We
normally do not recommend this option.
If you debit the customer’s balance at Payout Authorized, this prevents customers from cancelling
their payout once the G.R.A.M. approvals are set via the Payout Manager. As a merchant, if you are
not quick to process payouts at this stage, then the customers are unable to access those funds
locked into the payout request and are unable to cancel the payout request. Merchants must either
process the payout or reject it.
If you debit the customer’s balance at Payout InProgress, this allows the customer the ﬂexibility to
access their full balance up until the time the payout is to be processed. This setting usually beneﬁts
the merchant over the customer as it allows the customer to ‘spend’ their funds and may result in
their payout being rejected by the merchant for insuﬃcient funds. This is the default option.
Knowing what is best for your business and your customer experience will determine the right setting
for you.

Handling Changes in Payout Transaction Detail
All payout requests are queued into the Payout Manager in the Backoﬃce. From the Payout Manager,
the original payout request can be modiﬁed, including the payment processor, requested payout
amount and applicable fee.
The payment processor (PP) value can change as the payout moves from Requested to Approved. At
the time the payout is requested the customer can indicate their payout method such as we see for a
credit card payout (e.g. CFT, CCPayout etc.) and it is not until the payout transaction has reached the
Approved status do we have the actual payment processor that has fulﬁlled the payout. This scenario
also applies to bank wires, check providers and money transfer solutions.
We can restrict the ability to alter the payout amount and fee prior to the payout reaching the
Authorized status as long as the customer’s account has not been oﬃcially debited yet. We do
recommend that you permit this functionality as it gives you and your team more ﬂexibility in
handling payout requests. If you allow this ﬂexibility, then be sure that your Platform can handle that
the amount and/or fee passed from CreatePayout can be diﬀerent from the amount and/or fee passed
on UpdatePayout(“Authorized”). If the payout has already been marked as debited within your
Platform or has reached the Authorized status, then neither the amount nor fee can be edited.
The table below illustrates when certain variables are created (introduced) and when they could
change based on the status of the payout. Be sure to consider these value changes when updating
your payout transactions on your Platform.

Web Method

CreatePayout

Variable\Status

Requested

UpdatePayout (updates to one of the statuses
listed below)
Authorized

InProgress

Approved

PP

Created

→

→

Change

Amount

Created

Change

→

→

Fee

Created

Change

→

→

TransactionID

Empty

→

→

Created

Payout ﬂow examples
Below are some typical examples of payout status changes and ﬂow:
E.g. Payout authorized and processed
1. ** CreatePayout **
2. ** UpdatePayout(“Authorized”) **
3. ** UpdatePayout(“InProgress”) **
4. ** UpdatePayout(“Approved”) **
E.g. Payout rejected by operator or cancelled by customer prior to Authorization
1. ** CreatePayout **
2. ** UpdatedPayout(“Cancelled’) **
E.g. Payout automatically rejected prior to processing due to insuﬃcient funds in customer account
1. ** CreatePayout **
2. ** UpdatePayout(“Authorized”) **
3. ** UpdatedPayout(“Rejected”) **
E.g. Payout reversed after attempted processing (batch or API) due to mistake or later rejection
1. ** CreatePayout **
2. ** UpdatePayout(“Authorized”) **
3. ** UpdatePayout(“InProgress”) **
4. ** UpdatePayout(“Approved”) **
5. ** ReversePayout **

Currencies {#currencies}
Our Cashier establishes a base currency unit for each Cashier Front End. A customer that belongs to a
Front End will inherit that base currency and any deposit or payout transactions will always be
recorded in that base currency. So, if you have a website that allows customers to choose from more
than one currency, then you will have a Front End in the Cashier for each currency supported by your
website.
If a customer from website A has a balance maintained in EUR, then when visiting the Cashier,he or
she should be directed to Website A’s EUR Front End in the Cashier.
E.g. Merchant has a website called ‘MyPhoneCards.com’ and oﬀers customers to register and select
from one of three currencies (USD, EUR and GBP). When that customer registers and selects their
chosen currency the choice is locked-in. When visiting the Cashier, the customer should be linked to
the correct Front End in the cashier with the corresponding combination of the web-site and currency.
Customer ID

Currency

Website

Cashier Front End

Bigdaddy

EUR

MyPhoneCards.com

MyPhoneCards EUR

NeverDull

USD

MyPhoneCards.com

MyPhoneCards USD

Win4Real

GBP

MyPhoneCards.com

MyPhoneCards GBP

Payment Processors {#payment-processors}
Our Cashier works with over 300 diﬀerent payment providers. Merchants usually have multiple
processing accounts, some with multiple accounts from the same provider. Our Cashier uses a string
up to 25 characters long to identify the source of transactions. How these transactions appear in your
Platform can be vitally important for your own reporting and risk management processes. Mapping
these processors from the Cashier to your Platform can sometimes be a stumbling block as adding a
new payment processor to the Cashier, may require a similar addition to your Platform. If naming
conventions are diﬀerent between the two, then some ‘mapping’ or ‘translation’ between the two
systems may be required. That is typically handled at code level within your “UA_*.asp” ﬁle. Here are
some examples of common processor names in the Cashier:
NETeller
WireCard
WireCard8 (for most credit card providers we allow multiple accounts from 1-99)
Paysafe
Skrill
BankWire
Be sure to review this within your implementation discussion.

Overview How to build a signature
Signing a Request
Request Example
Validate Incoming Request
Signing a Response
ONLINE VALIDATOR
{danger.fa-exclamation} IMPORTANT: Current encryption algorithm applies to API version 1.2
(document version {{version}}). Please pay attention at the request version that you are using.

Signing a Request {#request-step-by-step}
Request is signed as follows:
1. Customer details (Cashier API, Payment API) are collected as request parameters
2. Payment details (Payment API) details are added to request parameters
3. Merchant ID is added to request parameters as "merchant_id":"..."
4. API version is added to request parameters as "version":"1.2"
5. Current timestamp (integer unixtime, seconds) is added to request parameters as
"timestamp":...

6. All request parameter keys are taken in alphabetical order
7. Corresponding request parameter values are concatenated into a string
8. Merchant Secret is appended to the end of the string
9. Resulting string is hashed with sha384 - signature
10. Signature is added to request parameters as "signature":"..."
11. Request parameters are transformed into a JSON string
Please checkout the online generator and validator to test your code.

Code Example - Signing a Request {#request-example}
The following example illustrates the algorithm of adding the authentication details and signature to
your requests. The example code can be used to handle the data formatting, however you need to
implement the network communication and data handling aspects based on the speciﬁcs of your
application.
The implementation in each language below contains a generateRequest() function to receive the
input data and build the valid request JSON. Also, you can ﬁnd the
acceptRequestAndGenerateResponse() function to parse the incoming notiﬁcation requests, validate

the authentication details and build the valid JSON response.
INPORTANT: TEST CASES. Both above methods are invoked by default within the _TEST_()
method when you execute the code. The methods are invoked with sample data from built-in
_GET_SAMPLE_DATA_TO_SEND_REQUEST_() and _GET_SAMPLE_INCOMING_NOTIFICATION_DATA_() mock

generators accordingly.
C#
PHP
Node.js
Python
Java

using System;
using System.Collections.Generic;
using System.Linq;
using System.Reflection;
using System.Security.Cryptography;
using System.Text;
using System.Text.Json;
namespace HowToBuildSignature
{
class Program
{
// Your Merchant Account ID
public const string MERCHANT_ID = "Test-Integration-Merchant";
// Your Merchant Secret
public const string MERCHANT_SECRET = "MerchantSecretKey";
// Your Application Key
public const string APPLICATION_KEY = "Sandbox";
// Your API Version
public const string API_VERSION = "1.2";
private class _GET_SAMPLE_DATA_TO_SEND_REQUEST_
{
public string your_variable_key_1 { get; set; }
public int your_variable_key_2 { get; set; }
public bool your_variable_key_3 { get; set; }
public bool your_variable_key_4 { get; set; }
public _GET_SAMPLE_DATA_TO_SEND_REQUEST_()
{
your_variable_key_1 = "some_string_value";
your_variable_key_2 = 12345;
// your_variable_key_3 remains undefined
your_variable_key_4 = true;
}
}
private static string _GET_SAMPLE_INCOMING_NOTIFICATION_DATA_()
{
Dictionary<String, Object> request = new Dictionary<string, object>();
request.Add("your_variable_key_1", "some_string_value");
request.Add("your_variable_key_2", 12345);
request.Add("your_variable_key_3", null);
request.Add("your_variable_key_4", true);
request.Add("merchant_id", MERCHANT_ID);
request.Add("version", API_VERSION);
request.Add("application_key", APPLICATION_KEY);
request.Add("timestamp", getCurrentTimestamp());
string concatenated_string = getConcatenatedString(request);
concatenated_string += MERCHANT_SECRET;
string signature = generateSignature(concatenated_string);
request.Add("signature", signature);

string request_json = exportDictionaryToJSON(request);
return request_json;
}
private static Dictionary<string, object> getObjectAsDictionary(object
instance)
{
Dictionary<string, object> objectAsDictionary = instance
.GetType()
.GetProperties(BindingFlags.Public | BindingFlags.Instance |
BindingFlags.Static)
.ToDictionary(propertyInfo => propertyInfo.Name, propertyInfo =>
propertyInfo.GetValue(instance));
return objectAsDictionary;
}
private static string getConcatenatedString(Dictionary<string, object>
dictionary)
{
string concatenated_string = "";
foreach (KeyValuePair<string, object> key in dictionary.OrderBy(key =>
key.Key))
{
try
{
if (key.Value.Equals(null) || key.Value.Equals(false))
{
continue;
}
else if (key.Value.Equals(true) ||
key.Value.ToString().Equals("True"))
{
concatenated_string += "1";
}
else
{
concatenated_string += key.Value.ToString();
}
}
catch (Exception) {
continue;
}
}
return concatenated_string;
}
private static string generateSignature(string input)
{

using (SHA384 sha384Hash = SHA384.Create())
{
//From String to byte array
byte[] sourceBytes = Encoding.UTF8.GetBytes(input);
byte[] hashBytes = sha384Hash.ComputeHash(sourceBytes);
string hash = BitConverter.ToString(hashBytes).Replace("-",
string.Empty);
return hash.ToLower();
}
}
private static string exportDictionaryToJSON(Dictionary<string, object> input)
{
string json_string = JsonSerializer.Serialize(input);
return json_string;
}
private static Dictionary<string, object> importJSONToDictionary(string input)
{
Dictionary<string, object> jsonAsDictionary =
JsonSerializer.Deserialize<Dictionary<string, object>>(input);
return jsonAsDictionary;
}
private static long getCurrentTimestamp()
{
long timestamp = DateTimeOffset.UtcNow.ToUnixTimeSeconds();
return timestamp;
}
public static string generateRequest(object requestInstance)
{
Dictionary<string, object> request =
getObjectAsDictionary(requestInstance);
request.Add("timestamp", getCurrentTimestamp());
request.Add("merchant_id", MERCHANT_ID);
request.Add("application_key", APPLICATION_KEY);
request.Add("version", API_VERSION);
// Sort request array by keys ASC
string concatenated_string = getConcatenatedString(request);
// Concatenate Merchant Secret Key with request params
concatenated_string += MERCHANT_SECRET;
// Generate HASH of concatenated string
string signature = generateSignature(concatenated_string);
request.Add("signature", signature);
// Get a JSON string

string request_json_string = JsonSerializer.Serialize(request);
return request_json_string;
}
public static string acceptRequestAndGenerateResponse(string
incoming_json_string)
{
// Parse incoming JSON into data dict
Dictionary<string, object> incoming_data =
importJSONToDictionary(incoming_json_string);
// validate signature
string incoming_signature = incoming_data["signature"].ToString();
incoming_data.Remove("signature");
// Concatenate Merchant Secret Key with request params
string incoming_concatenated_string =
getConcatenatedString(incoming_data);
// Concatenate Merchant Secret Key with incoming request params
incoming_concatenated_string += MERCHANT_SECRET;
// Generate HASH of concatenated string using your credentials
string test_signature = generateSignature(incoming_concatenated_string);
Dictionary<string, object> response = new Dictionary<string, object>();
response.Add("version", API_VERSION);
// Compare the incoming signature to match the expexted one
if (!incoming_signature.Equals(test_signature))
{
response.Add("status", 1);
response.Add("description", "Invalid signature");
}
else if (!incoming_data.ContainsKey("timestamp") ||
Convert.ToInt64(incoming_data["timestamp"].ToString()) < getCurrentTimestamp())
{
response.Add("status", 1);
response.Add("description", "Invalid timestamp");
}
else if (!incoming_data.ContainsKey("merchant_id") ||
!incoming_data["merchant_id"].ToString().Equals(MERCHANT_ID))
{
response.Add("status", 1);
response.Add("description", "Invalid merchant_id");
}
else if (!incoming_data.ContainsKey("application_key") ||
!incoming_data["application_key"].ToString().Equals(APPLICATION_KEY))
{
response.Add("status", 1);
response.Add("description", "Invalid application_key");

}
else if (!incoming_data.ContainsKey("version") ||
!incoming_data["version"].ToString().Equals(API_VERSION))
{
response.Add("status", 1);
response.Add("description", "Invalid version");
}
else
{
try
{
// YOUR NOTIFICATION HANDLER GOES HERE
// YOUR NOTIFICATION HANDLER GOES HERE
// YOUR NOTIFICATION HANDLER GOES HERE
response.Add("status", 0);
response.Add("description", "Ok");
}
catch (Exception e)
{
response.Add("status", -1);
response.Add("description", "Exception has occurred: " +
e.Message);
}
}
// Concatenate Merchant Secret Key with request params
string concatenated_string = getConcatenatedString(response);
concatenated_string += MERCHANT_SECRET;
// Generate HASH of concatenated string
String signature = generateSignature(concatenated_string);
response.Add("signature", signature);
// Get a JSON string
String response_json_string = exportDictionaryToJSON(response);
return response_json_string;
}
public static void _TEST_()
{
Console.WriteLine("=== TESTING REQUEST TO BE SENT ====");
Object request_to_send = new _GET_SAMPLE_DATA_TO_SEND_REQUEST_();
String request_to_send_json_string = generateRequest(request_to_send);
Console.WriteLine("== data to send:");
Console.WriteLine(request_to_send_json_string);
Console.WriteLine("");
Console.WriteLine("=== TESTING NOTIFICATION TO BE RECEIVED ====");
String notification_to_receive =
_GET_SAMPLE_INCOMING_NOTIFICATION_DATA_();
String notification_response_to_send_json_string =

acceptRequestAndGenerateResponse(notification_to_receive);
Console.WriteLine("== data to receive:");
Console.WriteLine(notification_to_receive);
Console.WriteLine("== data to send in response:");
Console.WriteLine(notification_response_to_send_json_string);
}
static void Main(string[] args)
{
_TEST_();
}
}
}
<?php
class HowToBuildSignature
{
// Your Merchant Account ID
const MERCHANT_ID = 'Test-Integration-Merchant';
// Your Merchant Secret
const MERCHANT_SECRET = 'MerchantSecretKey';
// Your Application Key
const APPLICATION_KEY = 'Sandbox';
// Your API Version
const API_VERSION = '1.2';
public static function _GET_SAMPLE_DATA_TO_SEND_REQUEST_():array {
$request = [
'your_variable_key_1' => 'some_string_value',
'your_variable_key_2' => 12345,
'your_variable_key_3' => null,
'your_variable_key_4' => true
];
return $request;
}
public static function _GET_SAMPLE_INCOMING_NOTIFICATION_DATA_():string {
$request = [
'your_variable_key_1' => 'some_string_value',
'your_variable_key_2' => 12345,
'your_variable_key_3' => null,
'your_variable_key_4' => true,
'merchant_id' => HowToBuildSignature::MERCHANT_ID,
'version' => HowToBuildSignature::API_VERSION,
'application_key' => HowToBuildSignature::APPLICATION_KEY,
'timestamp' => self::getCurrentTimestamp()
];
$request_string = HowToBuildSignature::getConcatenatedString($request);
$request_string.= HowToBuildSignature::MERCHANT_SECRET;

$request['signature'] =
HowToBuildSignature::generateSignature($request_string);
$request_json = HowToBuildSignature::exportArrayToJSON($request);
return $request_json;
}
private static function getConcatenatedString(array $data):string {
ksort($data);
$concatenated_string = implode('', array_values($data));
return $concatenated_string;
}
private static function generateSignature(string $input):string {
$hashtext = hash('sha384', $input);
return $hashtext;
}
private static function exportArrayToJSON(array $input):string {
$json_string = json_encode($input);
return $json_string;
}
private static function importJSONToArray(string $input):array {
$data_array = json_decode($input, true);
return $data_array;
}
private static function getCurrentTimestamp():int {
return time();
}
public static function generateRequest(array $request):string {
$request['timestamp'] = self::getCurrentTimestamp();
$request['merchant_id'] = self::MERCHANT_ID;
$request['application_key'] = self::APPLICATION_KEY;
$request['version'] = self::API_VERSION;
// Sort request array by keys ASC
$concatenated_string = self::getConcatenatedString($request);
// Concatenate Merchant Secret Key with response params
$concatenated_string.= self::MERCHANT_SECRET;
// Generate HASH of concatenated string
$signature = self::generateSignature($concatenated_string);
$request['signature'] = $signature;

// Get a JSON string
$request_json_string = self::exportArrayToJSON($request);
return $request_json_string;
}
public static function acceptRequestAndGenerateResponse(string
$incoming_json_string):string {
// Parse incoming JSON into data dict
$incoming_data = self::importJSONToArray($incoming_json_string);
// validate signature
$incoming_signature = $incoming_data['signature'];
unset($incoming_data['signature']);
// Sort incoming data array by keys ASC
$incoming_concatenated_string = self::getConcatenatedString($incoming_data);
// Concatenate Merchant Secret Key with response params
$incoming_concatenated_string.= self::MERCHANT_SECRET;
// Generate HASH of concatenated string using your credentials
$test_signature = self::generateSignature($incoming_concatenated_string);
$response = [
'version' => self::API_VERSION,
];
// Compare the incoming signature to match the expexted one
if ($incoming_signature !== $test_signature) {
$response['status'] = 1;
$response['description'] = 'Invalid signature';
} else if (empty($incoming_data['timestamp']) || $incoming_data['timestamp'] <
(time() - 60)) {
$response['status'] = 1;
$response['description'] = 'Invalid timestamp';
} else if (empty($incoming_data['merchant_id']) ||
$incoming_data['merchant_id'] !== self::MERCHANT_ID) {
$response['status'] = 1;
$response['description'] = 'Invalid merchant_id';
} else if (empty($incoming_data['application_key']) ||
$incoming_data['application_key'] !== self::APPLICATION_KEY) {
$response['status'] = 1;
$response['description'] = 'Invalid application_key';
} else if (empty($incoming_data['version']) || $incoming_data['version'] !==
self::API_VERSION) {
$response['status'] = 1;
$response['description'] = 'Invalid version';
} else {
try {
// YOUR NOTIFICATION HANDLER GOES HERE
// YOUR NOTIFICATION HANDLER GOES HERE
// YOUR NOTIFICATION HANDLER GOES HERE

$response['status'] = 0;
$response['description'] = 'Ok';
} catch (Exception $e) {
$response['status'] = -1;
$response['description'] = 'Exception has occurred';
}
}

// Sort response array by keys ASC
$concatenated_string = self::getConcatenatedString($response);
// Concatenate Merchant Secret Key with request params
$concatenated_string.= self::MERCHANT_SECRET;
// Generate HASH of concatenated string
$signature = self::generateSignature($concatenated_string);
$response['signature'] = $signature;
// Get a JSON string
$response_json_string = self::exportArrayToJSON($response);
return $response_json_string;
}
public static function _TEST_() {
echo "=== TESTING REQUEST TO BE SENT ===="; echo "\n";
$request_to_send = self::_GET_SAMPLE_DATA_TO_SEND_REQUEST_();
$request_to_send_json_string = self::generateRequest($request_to_send);
echo "== data to send:"; echo "\n";
echo $request_to_send_json_string; echo "\n";
echo "\n";
echo "=== TESTING NOTIFICATION TO BE RECEIVED ===="; echo "\n";
$notification_to_receive = self::_GET_SAMPLE_INCOMING_NOTIFICATION_DATA_();
$notification_response_to_send_json_string =
self::acceptRequestAndGenerateResponse($notification_to_receive);
echo "== data to receive:"; echo "\n";
echo $notification_to_receive; echo "\n";
echo "== data to send in response:"; echo "\n";
echo $notification_response_to_send_json_string; echo "\n";
}
}
HowToBuildSignature::_TEST_();
import hashlib
import time
import json
class HowToBuildSignature:
# Your Merchant Account ID
MERCHANT_ID = "Test-Integration-Merchant"

# Your Merchant Secret
MERCHANT_SECRET = "MerchantSecretKey"
# Your Application Key
APPLICATION_KEY = "Sandbox"
# Your API Version
API_VERSION = "1.2";
@classmethod
def _GET_SAMPLE_DATA_TO_SEND_REQUEST_(cls):
request = {
'your_variable_key_1':'some_string_value',
'your_variable_key_2':12345,
'your_variable_key_3':None,
'your_variable_key_4':True
}
return request
@classmethod
def _GET_SAMPLE_INCOMING_NOTIFICATION_DATA_(cls):
request = {
'your_variable_key_1':'some_string_value',
'your_variable_key_2':12345,
'your_variable_key_3':None,
'your_variable_key_4':True,
'merchant_id': cls.MERCHANT_ID,
'version': cls.API_VERSION,
'application_key': cls.APPLICATION_KEY,
'timestamp': cls.getCurrentTimestamp()
}
request_string = HowToBuildSignature.getConcatenatedString(request)
request_string = request_string + HowToBuildSignature.MERCHANT_SECRET
request['signature'] = HowToBuildSignature.generateSignature(request_string)
request_json = HowToBuildSignature.exportDictToJSON(request)
return request_json
@classmethod
def getConcatenatedString(cls, dictionary):
keys = dictionary.keys()
keys.sort()
concatenated_string = ''
for key in keys:
if dictionary[key] is True:
# boolean True should appear as 1
concatenated_string = concatenated_string + '1'
elif dictionary[key] is False or dictionary[key] is None:
# boolean False and None should be skipped
pass
else:
# all other data types appear with __str__() representation

concatenated_string = concatenated_string + str(dictionary[key])
return concatenated_string
@classmethod
def generateSignature(cls, input):
hashtext = hashlib.sha384(input).hexdigest()
return hashtext
@classmethod
def exportDictToJSON(cls, input):
json_string = json.dumps(input)
return json_string
@classmethod
def importJSONToDict(cls, input):
data_dict = json.loads(input)
return data_dict
@classmethod
def getCurrentTimestamp(cls):
timestamp = int( time.time() )
return timestamp
@classmethod
def generateRequest(cls, request):
request['timestamp'] = cls.getCurrentTimestamp()
request['merchant_id'] = cls.MERCHANT_ID
request['application_key'] = cls.APPLICATION_KEY
request['version'] = cls.API_VERSION
# Sort request array by keys ASC
concatenated_string = cls.getConcatenatedString(request)
# Concatenate Merchant Secret Key with request params
concatenated_string = concatenated_string + cls.MERCHANT_SECRET
# Generate HASH of concatenated string
signature = cls.generateSignature(concatenated_string)
request['signature'] = signature
# Get a JSON string
request_json_string = cls.exportDictToJSON(request)
return request_json_string
@classmethod
def acceptRequestAndGenerateResponse(cls, incoming_json_string):
# Parse incoming JSON into data dict
incoming_data = cls.importJSONToDict(incoming_json_string)
# validate signature
incoming_signature = incoming_data['signature']

del incoming_data['signature']
# Sort incoming data array by keys ASC
incoming_concatenated_string = cls.getConcatenatedString(incoming_data)
# Concatenate Merchant Secret Key with incoming request params
incoming_concatenated_string = incoming_concatenated_string +
cls.MERCHANT_SECRET
# Generate HASH of concatenated string using your credentials
test_signature = cls.generateSignature(incoming_concatenated_string)
response = {
'version': cls.API_VERSION
}
# Compare the incoming signature to match the expexted one
if incoming_signature != test_signature:
response['status'] = 1
response['description'] = 'Invalid signature'
elif not incoming_data.has_key('timestamp') or incoming_data['timestamp'] <
(cls.getCurrentTimestamp() - 60):
response['status'] = 1
response['description'] = 'Invalid timestamp'
elif not incoming_data.has_key('merchant_id') or incoming_data['merchant_id']
!= cls.MERCHANT_ID:
response['status'] = 1
response['description'] = 'Invalid merchant_id'
elif not incoming_data.has_key('application_key') or
incoming_data['application_key'] != cls.APPLICATION_KEY:
response['status'] = 1
response['description'] = 'Invalid application_key'
elif not incoming_data.has_key('version') or incoming_data['version'] !=
cls.API_VERSION:
response['status'] = 1
response['description'] = 'Invalid version'
else:
try:
# YOUR NOTIFICATION HANDLER GOES HERE
# YOUR NOTIFICATION HANDLER GOES HERE
# YOUR NOTIFICATION HANDLER GOES HERE
response['status'] = 0
response['description'] = 'Ok'
except:
response['status'] = -1
response['description'] = 'Exception has occurred'

# Sort response array by keys ASC
concatenated_string = cls.getConcatenatedString(response)

# Concatenate Merchant Secret Key with response params
concatenated_string = concatenated_string + cls.MERCHANT_SECRET
# Generate HASH of concatenated string
signature = cls.generateSignature(concatenated_string)
response['signature'] = signature
# Get a JSON string
response_json_string = cls.exportDictToJSON(response)
return response_json_string
@classmethod
def _TEST_(cls):
print "=== TESTING REQUEST TO BE SENT ===="
request_to_send = cls._GET_SAMPLE_DATA_TO_SEND_REQUEST_()
request_to_send_json_string = cls.generateRequest(request_to_send)
print "== data to send:"
print request_to_send_json_string
print ""
print "=== TESTING NOTIFICATION TO BE RECEIVED ===="
notification_to_receive = cls._GET_SAMPLE_INCOMING_NOTIFICATION_DATA_()
notification_response_to_send_json_string =
cls.acceptRequestAndGenerateResponse(notification_to_receive)
print "== data to receive:"
print notification_to_receive
print "== data to send in response:"
print notification_response_to_send_json_string
if __name__ == '__main__':
HowToBuildSignature._TEST_()
const crypto = require('crypto');
// Your Merchant Account ID
const MERCHANT_ID = 'Test-Integration-Merchant';
// Your Merchant Secret
const MERCHANT_SECRET = 'MerchantSecretKey';
// Your Application Key
const APPLICATION_KEY = "Sandbox";
// Your API Version
const API_VERSION = "1.2";

function _GET_SAMPLE_DATA_TO_SEND_REQUEST_() {
let request = {
'your_variable_key_1': 'some_string_value',
'your_variable_key_2': 12345,
'your_variable_key_3': null,
'your_variable_key_4': true
};
return request;

}
function _GET_SAMPLE_INCOMING_NOTIFICATION_DATA_() {
let request = {
'your_variable_key_1':'some_string_value',
'your_variable_key_2':12345,
'your_variable_key_3':null,
'your_variable_key_4':true,
'merchant_id': MERCHANT_ID,
'version': API_VERSION,
'application_key': APPLICATION_KEY,
'timestamp': getCurrentTimestamp()
};
request_string = getConcatenatedString(request);
request_string += MERCHANT_SECRET;
request['signature'] = generateSignature(request_string);
request_json = exportArrayToJSON(request);
return request_json;
}
function getConcatenatedString(data) {
let keys = [],
concatenated_string = '';
for (let key in data) {
keys.push(key);
}
keys.sort();
for (let index=0; index<keys.length; index++) {
if (data[keys[index]] === null || data[keys[index]] === false) {
continue;
} else if (data[keys[index]] === true) {
concatenated_string = concatenated_string + '1';
} else {
concatenated_string = concatenated_string + data[keys[index]].toString();
}
}
return concatenated_string;
}
function generateSignature(input) {
let signature = crypto.createHash('sha384').update(input, 'utf-8').digest('hex');
return signature;
}
function exportArrayToJSON(input) {
let json_string = JSON.stringify(input);

return json_string;
}
function importJSONToArray(input) {
let data_array = JSON.parse(input);
return data_array;
}
function getCurrentTimestamp() {
let timestamp = Math.round( (new Date()).getTime() / 1000);
return timestamp;
}
function generateRequest(request) {
request['timestamp'] = getCurrentTimestamp();
request['merchant_id'] = MERCHANT_ID;
request['application_key'] = APPLICATION_KEY;
request['version'] = API_VERSION;
// Sort request array by keys ASC
let concatenated_string = getConcatenatedString(request);
// Concatenate Merchant Secret Key with request params
concatenated_string = concatenated_string + MERCHANT_SECRET;
// Generate HASH of concatenated string
let signature = generateSignature(concatenated_string);
request['signature'] = signature;
// Get a JSON string
let request_json_string = exportArrayToJSON(request);
return request_json_string;
}
function acceptRequestAndGenerateResponse(incoming_json_string) {
var response;
let incoming_data,
incoming_signature,
incoming_concatenated_string,
test_signature,
concatenated_string,
signature,
response_json_string;
// Parse incoming JSON into data dict
incoming_data = importJSONToArray(incoming_json_string);
// validate signature
incoming_signature = incoming_data['signature'];
delete(incoming_data['signature']);

// Sort incoming data array by keys ASC
incoming_concatenated_string = getConcatenatedString(incoming_data);
// Concatenate Merchant Secret Key with incoming request params
incoming_concatenated_string += MERCHANT_SECRET;
// Generate HASH of concatenated string using your credentials
test_signature = generateSignature(incoming_concatenated_string);
response = {
'version': API_VERSION
};
// Compare the incoming signature to match the expexted one
if (incoming_signature !== test_signature) {
response['status'] = 1;
response['description'] = 'Invalid signature';
} else if (typeof incoming_data['timestamp'] === 'undefined' ||
incoming_data['timestamp'] < (getCurrentTimestamp() - 60)) {
response['status'] = 1;
response['description'] = 'Invalid timestamp';
} else if (typeof incoming_data['merchant_id'] === 'undefined' ||
incoming_data['merchant_id'] !== MERCHANT_ID) {
response['status'] = 1;
response['description'] = 'Invalid merchant_id';
} else if (typeof incoming_data['application_key'] === 'undefined' ||
incoming_data['application_key'] !== APPLICATION_KEY) {
response['status'] = 1;
response['description'] = 'Invalid application_key';
} else if (typeof incoming_data['version'] === 'undefined' ||
incoming_data['version'] !== API_VERSION) {
response['status'] = 1;
response['description'] = 'Invalid version';
} else {
try {
// YOUR NOTIFICATION HANDLER GOES HERE
// YOUR NOTIFICATION HANDLER GOES HERE
// YOUR NOTIFICATION HANDLER GOES HERE
response['status'] = 0;
response['description'] = 'Ok';
} catch (e) {
response['status'] = -1;
response['description'] = 'Exception has occurred';
}
}

// Sort response array by keys ASC
concatenated_string = getConcatenatedString(response);

// Concatenate Merchant Secret Key with response params
concatenated_string += MERCHANT_SECRET;
// Generate HASH of concatenated string
signature = generateSignature(concatenated_string);
response['signature'] = signature;
// Get a JSON string
response_json_string = exportArrayToJSON(response);
return response_json_string;
}
function _TEST_() {
console.log('=== TESTING REQUEST TO BE SENT ====');
let request_to_send = _GET_SAMPLE_DATA_TO_SEND_REQUEST_();
let request_to_send_json_string = generateRequest(request_to_send);
console.log('== data to send:');
console.log(request_to_send_json_string);
console.log('');
console.log('=== TESTING NOTIFICATION TO BE RECEIVED ====');
let notification_to_receive = _GET_SAMPLE_INCOMING_NOTIFICATION_DATA_();
let notification_response_to_send_json_string =
acceptRequestAndGenerateResponse(notification_to_receive);
console.log('== data to receive:');
console.log(notification_to_receive);
console.log('== data to send in response:');
console.log(notification_response_to_send_json_string);
}
_TEST_();
package com.praxiscashier;
import com.google.gson.Gson;
import com.google.gson.reflect.TypeToken;
import java.lang.reflect.Field;
import java.lang.reflect.Type;
import java.math.BigInteger;
import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
import java.util.HashMap;
import java.util.Map;
import java.util.TreeMap;
public class Main {
// Your Merchant Account ID
public static final String MERCHANT_ID = "Test-Integration-Merchant";
// Your Merchant Secret
public static final String MERCHANT_SECRET = "MerchantSecretKey";
// Your Application Key

public static final String APPLICATION_KEY = "Sandbox";
// Your API Version
public static final String API_VERSION = "1.2";
// Sample request data
private static class _GET_SAMPLE_DATA_TO_SEND_REQUEST_ {
public String your_variable_key_1;
public Integer your_variable_key_2;
public Boolean your_variable_key_3;
public Boolean your_variable_key_4;
public _GET_SAMPLE_DATA_TO_SEND_REQUEST_() {
your_variable_key_1 = "some_string_value";
your_variable_key_2 = 12345;
your_variable_key_4 = true;
}
}
// Sample incoming notification data
private static String _GET_SAMPLE_INCOMING_NOTIFICATION_DATA_() {
Map<String, Object> request = new HashMap<String, Object>();
request.put("your_variable_key_1", "some_string_value");
request.put("your_variable_key_2", 12345);
request.put("your_variable_key_3", null);
request.put("your_variable_key_4", true);
request.put("merchant_id", MERCHANT_ID);
request.put("version", API_VERSION);
request.put("application_key", APPLICATION_KEY);
request.put("timestamp", getCurrentTimestamp());
Map<String, Object> request_sorted = getSortedMap(request);
String request_string = getConcatenatedString(request_sorted);
request_string += MERCHANT_SECRET;
String signature = generateSignature(request_string);
request.put("signature", signature);
String request_json = exportMapToJSON(request);
return request_json;
}
private static Map<String, Object> getObjectAsMap(Object instance) {
Class<?> instanceClass = instance.getClass();
Field[] fields = instanceClass.getDeclaredFields();
Map<String, Object> fieldsAsMap = new HashMap<String, Object>();
for (Field field : fields) {
try {
fieldsAsMap.put(field.getName().toString(), field.get(instance));
}
catch (IllegalArgumentException ignored) { }
catch (IllegalAccessException e) { }
}

return fieldsAsMap;
}
private static Map<String, Object> getSortedMap(Map<String, Object> map) {
Map<String, Object> mapSorted = new TreeMap<String, Object>(map);
return mapSorted;
}
private static String getConcatenatedString(Map<String, Object> map) {
StringBuilder concatenated_string = new StringBuilder(14);
for (Map.Entry<String, Object> entry : map.entrySet()) {
try {
if (entry.getValue() == null || entry.getValue().equals(false)) {
// should not be added to resulting string
} else if (entry.getValue().equals(true)) {
concatenated_string.append("1");
} else {
concatenated_string.append(entry.getValue().toString());
}
}
catch (NullPointerException ignored) { }
}
return concatenated_string.toString();
}
private static String generateSignature(String input) {
try {
MessageDigest md = MessageDigest.getInstance("SHA-384");
byte[] messageDigest = md.digest(input.getBytes());
BigInteger no = new BigInteger(1, messageDigest);
String hashtext = no.toString(16);
return hashtext;
}
catch (NoSuchAlgorithmException e) {
throw new RuntimeException(e);
}
}
private static String exportMapToJSON(Map<String, Object> map) {
Gson gson = new Gson();
String mapAsJson = gson.toJson(map);
return mapAsJson;
}
private static Map<String, Object> importJSONToMap(String input) {
Gson gson = new Gson();

Type type = new TypeToken<Map<String, Object>>(){}.getType();
Map<String, Object> jsonAsMap = gson.fromJson(input, type);
// the API communication does not have floats nor doubles, make sure that all
large numeric values are long
for (Map.Entry<String, Object> entry : jsonAsMap.entrySet()) {
try {
if (entry.getValue() instanceof Double) {
Double doubleValue =
Double.parseDouble(entry.getValue().toString());
Long longValue = doubleValue.longValue();
jsonAsMap.put(entry.getKey(), longValue);
}
}
catch (NullPointerException ignored) { }
}
return jsonAsMap;
}
private static long getCurrentTimestamp() {
long timestamp = System.currentTimeMillis() / 1000L;
return timestamp;
}
public static String generateRequest(Object requestInstance) {
Map<String, Object> request = getObjectAsMap(requestInstance);
long timestamp = getCurrentTimestamp();
request.put("timestamp", timestamp);
request.put("merchant_id", MERCHANT_ID);
request.put("application_key", APPLICATION_KEY);
request.put("version", API_VERSION);
// Sort request array by keys ASC
Map<String, Object> requestSorted = getSortedMap(request);
// Concatenate Merchant Secret Key with request params
String concatenated_string = getConcatenatedString(requestSorted);
concatenated_string = concatenated_string + MERCHANT_SECRET;
// Generate HASH of concatenated string
String signature = generateSignature(concatenated_string);
requestSorted.put("signature", signature);
// Get a JSON string
String request_json_string = exportMapToJSON(requestSorted);
return request_json_string;
}
public static String acceptRequestAndGenerateResponse(String incoming_json_string)
{

// Parse incoming JSON into data dict
Map<String, Object> incoming_data = importJSONToMap(incoming_json_string);
// validate signature
String incoming_signature = incoming_data.get("signature").toString();
incoming_data.remove("signature");
// Sort incoming data array by keys ASC
Map<String, Object> incoming_data_sorted = getSortedMap(incoming_data);
// Concatenate Merchant Secret Key with request params
String incoming_concatenated_string =
getConcatenatedString(incoming_data_sorted);
incoming_concatenated_string += MERCHANT_SECRET;
// Generate HASH of concatenated string using your credentials
String test_signature = generateSignature(incoming_concatenated_string);
Map<String, Object> response = new HashMap<String, Object>();
response.put("version", API_VERSION);
// Compare the incoming signature to match the expexted one
if (!incoming_signature.equals(test_signature)) {
response.put("status", 1);
response.put("description", "Invalid signature");
} else if (Long.parseLong(incoming_data.getOrDefault("timestamp",
0).toString()) < getCurrentTimestamp()) {
response.put("status", 1);
response.put("description", "Invalid timestamp");
} else if (!incoming_data.getOrDefault("merchant_id",
"").toString().equals(MERCHANT_ID)) {
response.put("status", 1);
response.put("description", "Invalid merchant_id");
} else if (!incoming_data.getOrDefault("application_key",
"").toString().equals(APPLICATION_KEY)) {
response.put("status", 1);
response.put("description", "Invalid application_key");
} else if (!incoming_data.getOrDefault("version",
"").toString().equals(API_VERSION)) {
response.put("status", 1);
response.put("description", "Invalid version");
} else {
try {
// YOUR NOTIFICATION HANDLER GOES HERE
// YOUR NOTIFICATION HANDLER GOES HERE
// YOUR NOTIFICATION HANDLER GOES HERE
response.put("status", 0);
response.put("description", "Ok");
} catch (Exception e) {
response.put("status", -1);
response.put("description", "Exception has occurred");

}
}
// Sort response array by keys ASC
Map<String, Object> response_sorted = getSortedMap(response);
// Concatenate Merchant Secret Key with request params
String concatenated_string = getConcatenatedString(response_sorted);
concatenated_string += MERCHANT_SECRET;
// Generate HASH of concatenated string
String signature = generateSignature(concatenated_string);
response.put("signature", signature);
// Get a JSON string
String response_json_string = exportMapToJSON(response);
return response_json_string;
}
public static void _TEST_() {
System.out.println("=== TESTING REQUEST TO BE SENT ====");
Object request_to_send = new _GET_SAMPLE_DATA_TO_SEND_REQUEST_();
String request_to_send_json_string = generateRequest(request_to_send);
System.out.println("== data to send:");
System.out.println(request_to_send_json_string);
System.out.println("");
System.out.println("=== TESTING NOTIFICATION TO BE RECEIVED ====");
String notification_to_receive = _GET_SAMPLE_INCOMING_NOTIFICATION_DATA_();
String notification_response_to_send_json_string =
acceptRequestAndGenerateResponse(notification_to_receive);
System.out.println("== data to receive:");
System.out.println(notification_to_receive);
System.out.println("== data to send in response:");
System.out.println(notification_response_to_send_json_string);
}
public static void main(String[] args) {
_TEST_();
}
}

Validate Incoming Request {#incoming-request-step-bystep}
Notiﬁcation signature (received by your CRM) is veriﬁed in a similar way:
1. Notiﬁcation body (JSON string) is converted into object or array (list, map, dict, array, etc.)
2. The signature key is removed from array
3. All notiﬁcation parameter keys are taken in alphabetical order
4. Corresponding notiﬁcation parameter values are concatenated into a string
5. Merchant Secret is appended to the end of the string

6. Resulting string is hashed with sha384 - expected signature
7. Expected signature is compared to be equal to the signature value from request
Please checkout the online generator and validator to test your code.

Signing a Response {#response-step-by-step}
Response signature is built as follows:
1. Status is added to response parameters as "status":... ( -1 for error - notiﬁcation is resent, 0
for success, 1 for request validation error)
2. Description is added to response parameters as a verbal explanation of status (for ex., "DB
error", "success", "customer not found")
3. API version is added to response parameters as "version":"1.2"
4. Current timestamp (integer unixtime, seconds) is added to response parameters as
"timestamp":...

5. All response parameter keys are taken in alphabetical order
6. Corresponding response parameter values are concatenated into a string
7. Merchant Secret is appended to the end of the string
8. Resulting string is hashed with sha384 - signature
9. Signature is added to response parameters as "signature":"..."
10. Response parameters are transformed into a JSON string
Please checkout the online generator and validator to test your code.

Document Versions
Date

Version

Description

Jun 26 2016

2.12

Added ‘RecordFailedDeposit’ description.

Mar 28 2018

2.14b

Updated the description for acceptable GetCustomer ﬁelds

Apr 2 2018

2.15b

‘RecordFailedDeposit’ changed from optional to required

May 5 2018

2.16b

Corrections for ‘RecordFailedDeposit’ request parameters

May 18 2018

2.17b

Added Udef1, Udef2 for ‘ProcessDeposit’, ‘RecordFailedDeposit’

Jun 15 2018

2.18b

Shopping Cart feature. Udef1 and Udef2 max length changed

Aug 20 2018

2.20b

GetCustomer method importance changed

Aug 27 2018

2.21b

GetCustomer method request details updated. Examples detalized

Sep 10 2018

2.22b

Virtual Terminal integration instructions added

Sep 14 2018

2.23b

PaymentMethod added for deposit notiﬁcations

Jan 24 2019

2.24b

PSP currensy and PSP amount added

Overview Introduction
OVERVIEW
STEPS FOR A SUCCESSFUL INTEGRATION
DEVELOPMENT REQUIREMENTS

Overview {#overview}
This document is a technical guide to describe the required and optional API functionality needed to
integrate {{ conﬁg('larecipe.settings.service_short_name') }} Cashier (“Cashier”) to your software
platform (“Platform”).

Steps for a Successful Integration {#steps}
1. Review this document in its entirety to acquaint yourself with the various integration points.
2. Schedule an introductory call between ourselves and your business stakeholders and IT
developers to review the Cashier to Platform integration and discuss any special items or needs.
3. Review the business requirements as they relates to the integration between the Cashier and
the Platform and how they can aﬀect user experience or business processes.
4. We will setup the sandbox account and provide the credentials for you to start the development
required for the suﬃcient communication based on your business needs (whether it's deposit
only, deposit and payout, support for Backoﬃce and Virtual Terminal, etc.).
5. Build or expose an API for your Platform that serves the required functionality to integrate the
Cashier to your Platform. This REST API should be built with security in mind, using your choice
of programming language and accessory libraries.
6. Business stakeholders and developers can then review a fully working testing site integrated
with your Platform and our Cashier, and coordinate moving to production if satisﬁed with the
performance and work of both systems.
7. Once your production website has been setup with the Cashier integrated using the live Cashier
credentials, our support team will work with you to setup and conﬁgure your Cashier account,
payment methods, limits, rules and more.
8. A Cashier training session will be scheduled prior to you going live. When you are ready to go
live, you link your Platform cashier access to your new Cashier system. Our support team will be
available for any issues or questions that may arise.

Development Requirements {#development_requirements}
In order to eﬃcinently proceed with the technical part, ﬁrst you will need to make sure that you have
the understanding for certain functional aspects, that eventually deﬁne the scope of development as
well as the technical and formal requiremetns.
Cashier API or Payment API. In case of Payment API please make sure that the PCI L1 compliance
documents (AOC) are provided by you or your CRM software provider. Alternatively please refer to
Cashier API integration.
Support for payout - yes or no. If yes, we need to have the full Backoﬃce integration implemented
and tested. Also, make sure to enlist all the PSPs that you are planning to use for payouts.
Using the payout management API - yes or no. When processing a payout request, you can either
use {{ conﬁg('larecipe.settings.service_short_name') }} Backoﬃce or Agent API. Please make sure to
notify us which option is preferred before getting to conﬁrm the list of PSPs to be used.
Authorization & capture - yes or no. If yes, please make sure to conﬁrm with us on each PSP
whether it has a support for authorization & capture, and conﬁrm if this is the ﬂow you are planning to

use with.
Using the deposit management API. when it comes to capture upon the authorized deposit, you
have two options to go with - using {{ conﬁg('larecipe.settings.service_short_name') }} Backoﬃce or
via Agent API. Make sure to specify which one you are planning to use.
Support for Backoﬃce & MOTO transactions - yes or no. If yes, the customer sync as well as the
manual ("oﬄine") deposit notiﬁcations should be supported by your CRM software.
Using the ﬁxed deposit amount or free deposit. Fixed deposit can be referred to as e-commerce
checkout, where the deposit must match the amount of the order previously generated with your CRM
or website. This approach gives you more control over the process, however, it applies some
restrictions on the customer's actions, which may result with lower approval rates.
Alternatively, if you are not restricting the customer to pay a speciﬁc amount, this gives the higher
rates but at the same time you can only validate the deposit attempt without being able to inﬂuence
the customer's preference
before it's submitted for validation.
Using the ﬁxed payout amount or free payout request. Similar to deposits, the payout requests
may be initiated with a predeﬁned amount that customer will not be able to change. It's up to you to
choose which option works for you best, but if you are not sure about this, better to keep the payout
requests having the open amount, so the customer will specify it as a part of the payout request
submission process.

Overview One-Time Registration
One-Time Registration Form

One-Time Registration Form {#overview--one-timeregistration}
You can enable the option, that allows user to ﬁll their data by themself if for some reason your
system does not collect required transaction data from customers.
Please contact technical support representative in order to enable this form.
Below is the form example with ﬁelds:

image

Overview Payout Management
When to Debit the Customer’s Account for a Payout
Handling Changes in Payout Transaction Detail
Customer Synchronization (Push vs. Pull)
Currencies
Customer Authentication
Payment Processors

When to Debit the Customer’s Account for a Payout
{#when-to}
The Cashier oﬀers ﬂexibility in the handling of payout transactions with your Platform. Determining
when a payout is debited has an impact on your customer experience and business processes. Using
the Front End Option setting “Payout debited upon event” you have the choice of debiting the
customer account at the point of:
** Payout Requested (CreatePayout) **
** Payout Authorized (UpdatePayout – status Authorized) **
** Payout InProgress (UpdatePayout – status InProgress) **
The Cashier uses this setting to know when the balance of the customer will be debited and when to
mark the payout transaction as debited within its system. This is important due to rules the Cashier
manages on whether or not a payout amount or fee can be edited and for determining checks for
ensuring the customer’s balance has suﬃcient funds for the payout request.
Customers’ who request a payout can be prevented from depositing in the Cashier while they have
payout requests that have not reached the Authorized status. If that is the case, the Cashier allows
them to cancel their payout requests and allows them to make another deposit. The customer’s
balance is debited for their payout at one of the status stages described above.
If you debit the customer’s balance upon the initial Payout Request, the customer is unable to spend
that payout amount requested from their balance as it is reserved for their payout. This setting
usually beneﬁts the customer over the merchant as the customer cannot accidentally spend those
funds intended for the payout and run into an insuﬃcient funds issue when the payout is about to be
processed. It also forces a restriction in the Cashier’s Backoﬃce that the payout amount and fee
cannot be changed which makes it less ﬂexible for the operator to manage payout requests. We
normally do not recommend this option.
If you debit the customer’s balance at Payout Authorized, this prevents customers from cancelling
their payout once the G.R.A.M. approvals are set via the Payout Manager. As a merchant, if you are
not quick to process payouts at this stage, then the customers are unable to access those funds
locked into the payout request and neither can they cancel their payout request. Merchants must
either process the payout or reject it.
If you debit the customer’s balance at Payout InProgress, this allows the customer the ﬂexibility to
access their full balance up until the time the payout is to be processed. This setting usually beneﬁts
the merchant over the customer as it allows the customer to ‘spend’ their funds and may result in
their payout being rejected by the merchant for insuﬃcient funds. This is the default option.
Knowing what is best for your business and your customer experience will determine the right setting
for you.

Handling Changes in Payout Transaction Detail {#handlingchanges}
All payout requests are queued into the Payout Manager in the Backoﬃce. From the Payout Manager,
the original payout request can be modiﬁed, including the payment processor, requested payout
amount and applicable fee.
The payment processor (PP) value can change as the payout moves from Requested to Approved. At
the time the payout is requested the customer can indicate their payout method such as we see for a
credit card payout (e.g. CFT, CCPayout etc.) and it is not until the payout transaction has reached the
Approved status do we have the actual payment processor that has fulﬁlled the payout. This scenario
also applies to bank wires, check providers and money transfer solutions.
We can restrict the ability to alter the payout amount and fee prior to the payout reaching the
Authorized status so long as the customer’s account has not been oﬃcially debited. We do
recommend that you permit this functionality as it gives you and your team more ﬂexibility in
handling payout requests. If you allow this ﬂexibility, then be certain that your Platform can handle
that the amount and/or fee passed from CreatePayout can be diﬀerent to the amount and/or fee
passed on UpdatePayout(“Authorized”). If the payout has already been marked as debited within your
Platform or has reached the Authorized status, then neither the amount nor fee can be edited.
The table below illustrates when certain variables are created (introduced) and when they could
change based on the status of the payout. Be sure to consider these value changes when updating
your payout transactions on your Platform.

Web Method

CreatePayout

Variable\Status

Requested

UpdatePayout (updates to one of the statuses
listed below)
Authorized

InProgress

Approved

PP

Created

→

→

Change

Amount

Created

Change

→

→

Fee

Created

Change

→

→

Empty

→

→

Created

TransactionID

Flow examples {#ﬂow-examples}
Below are some typical examples of payout status changes and ﬂow:
E.g. Payout authorized and processed
1. ** CreatePayout **
2. ** UpdatePayout(“Authorized”) **
3. ** UpdatePayout(“InProgress”) **
4. ** UpdatePayout(“Approved”) **
E.g. Payout rejected by operator or cancelled by customer prior to Authorization
1. ** CreatePayout **
2. ** UpdatedPayout(“Cancelled’) **
E.g. Payout automatically rejected prior to processing due to insuﬃcient funds in customer account
1. ** CreatePayout **

2. ** UpdatePayout(“Authorized”) **
3. ** UpdatedPayout(“Rejected”) **
E.g. Payout reversed after attempted processing (batch or API) due to mistake or later rejection
1. ** CreatePayout **
2. ** UpdatePayout(“Authorized”) **
3. ** UpdatePayout(“InProgress”) **
4. ** UpdatePayout(“Approved”) **
5. ** ReversePayout **
##Customer Synchronization (Push vs. Pull) {#customer-sync}
The customer information is an important part of the payment process and having complete and
accurate customer information can mean the diﬀerence between a successful deposit or a rejected
deposit. The Cashier system needs this customer information in order to allow customers to make a
deposit or request a payout.
For merchants with an established customer base, it can be easier to create a one-time customer data
dump for preloading the Cashier’s database. The data to be loaded must conform to our data
scrubbing requirements. Please review the {{ conﬁg('larecipe.settings.service_full_name') }} Standard Data Scrubs.docx for more info. Please contact us if you wish to learn more about this
option.
When a customer registers for a new account in your system or there are changes or edits to their
information, you should synchronize your customer’s information with the Cashier system. If your
Platform makes a distinction between accounts for fun and real money, then we suggest you only
send to the Cashier real money accounts. To synchronize customers between your Platform and the
Cashier there are two strategies: either PUSH or PULL
Push (deprecated) {#push}
1. Your system will PUSH to the Cashier the newly created or recently edited customers
2. After a customer signs up to your platform or changes are made to their information, your
programmers can implement an automated server to server HTTP POST to a speciﬁed Cashier
URL posting the customer’s information
3. The Cashier system will respond OK or a list of error(s) if data submitted does not pass basic
validations.
4. See Push Customer Data for details.
Pull {#pull}
1. The Cashier will invoke your web service to retrieve customer details for a customer visiting the
Cashier.
2. Your developers need to include a web service method to return details for a speciﬁc customer.
See GetCustomer
In cases where the customer information is incomplete or does not pass our standard data scrub
requirements, the Cashier will automatically provide a customer details form for the customer to
review and correct their information upon entering the Cashier system. The Cashier can also push
changes of customer information originating within the Cashier to your platform via the
UpdateCustomer call. If you implement this feature, be sure that this does not trigger a subsequent
‘push’ of the same customer data back to the Cashier.

Currencies {#currencies}
Our Cashier establishes a base currency unit for each Cashier Front End. A customer that belongs to a
Front End will inherit that base currency. And any deposit or payout transactions will always be

recorded in that base currency. So, if you have a website that allows customers to choose from more
than one currency, then you will have a Front End in the Cashier for each currency supported by your
website.
If a customer from website A has a balance maintained in EUR, then when that customer visits the
Cashier,he or she should be directed to Website A’s EUR Front End in the Cashier.
E.g. Merchant has a website called ‘MyPhoneCards.com’ and oﬀers customers to register and select
from one of three currencies (USD, EUR and GBP). When that customer registers and selects their
chosen currency, they have locked-in that choice. When visiting the Cashier, you must ensure to link
that customer to the correct Front End in the cashier for your website and currency combination.
Customer ID

Currency

Website

Cashier Front End

Bigdaddy

EUR

MyPhoneCards.com

MyPhoneCards EUR

NeverDull

USD

MyPhoneCards.com

MyPhoneCards USD

Win4Real

GBP

MyPhoneCards.com

MyPhoneCards GBP

Customer Authentication {#cust-auth}
As the Cashier is a separate web application, it does require the ability to securely authenticate your
customers as they arrive to the Cashier. The Cashier can display customer information, balance
information, payment information and this can only be displayed following a successful customer
authentication step. This is accomplished by posting login credentials of the customer against the
Cashier login page. See Linking to the Cashier and AuthCust web service. The parameters to
authenticate the customer are:
PIN
Password
The Cashier will use this information to authenticate the customer via the AuthCust API method. You
can use the static password, one-time password or session identiﬁer. Consider that any value that you
are sending as Password, you must be able to verify it’s validity and correspondence to the PIN value
that you receive within the AuthCust request.

Payment Processors {#payment-processors}
Our Cashier works with over 150 diﬀerent payment providers. Merchants will often have multiple
processing accounts, some with multiple accounts from the same provider. Our Cashier uses a short
text string up to 10 characters long to identify the source of transactions. How these transactions
appear in your Platform can be vitally important for your own reporting and risk management
processes. Mapping these processors from the Cashier to your Platform can sometimes be a stumbling
block as adding a new payment processor to the Cashier, may require a similar addition to your
Platform. If naming conventions are diﬀerent between the two, then some ‘mapping’ or ‘translation’
between the two systems may be required that is typically handled at code level within your
“UA_*.asp” ﬁle. Here are some examples of common processor names in the Cashier:
NETeller
WireCard
WireCard8 (for most credit card providers we allow multiple accounts from 1-99)
Paysafe
Skrill
BankWire

Be sure to review this within your implementation discussion.

Direct API Notification webhook
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Notiﬁcation is sent in case of asynchronous ﬂow (3D Secure conﬁrmation by the customer) - when the
transaction status has changed to it's ﬁnal status, usually it's conﬁrmation, cancellation or timeout.
The asynchronous ﬂow can be recognized by the transaction status received in response pending_async .

{danger.fa-exclamation} IMPORTANT #1: In case if your API response contains "status":-1 or
responds in unrecognized format, the notiﬁcation will be resent automatically within
approximately 5 minutes.
{danger.fa-exclamation} IMPORTANT #2: Sometimes transaction_id (PSP transaction identiﬁer)
is empty, this may happen in the cases when the PSP has rejected the processing attempt due to
input validation or payment service unavailability.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description
Required. Processed amount in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,

amount

int(20)

BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Processed currency

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

order_id

varchar(50)

Required. Transaction identiﬁer in your system

trace_id

int(11)

transaction_id

varchar(50)

Optional. Transaction identiﬁer in PSP

payment_processor

varchar(50)

Required. Payment processor

gateway

varchar(32)

Required. Gateway doing the processing

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}

Required.
- pending - processing initiated, ﬁnal response expected
from PSP
transaction_status

varchar(16)

- approved - processing was successful
- declined - processing failed
- cancelled - processing cancelled by the merchant or
client
- requested - merchant action expected (approval)

error_code

varchar(32)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

Required. Request time. URL will be active during 1 min

timestamp

int(11)

version

varchar(3)

signature

varchar(96)

after this time
Required. API version
Required. sha384 HASH code of response (same as in
request)

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(256)

error for any exception as it helps to diagnose issues in
production
Required. Request time. URL will be active during 1 min after

timestamp

int(11)

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

this time

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"
Request
curl -X POST \ https://api.merchant.com/v1/deposits/tx-1560610955 \
-H 'Content-Type: application/json' \
-d '{
"amount": 100,
"currency": "USD",
"description": "Ok",
"error_code": "0",
"error_details": "Transaction status: approved",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"merchant_id": "Test-Integration-Merchant",
"order_id": "test-1560610955",
"payment_processor": "TestPP",
"timestamp": 1579218094,
"trace_id": 1000000680,
"transaction_id": "15607165967613",
"transaction_status": "approved",
"version": "1.2",
"signature":
"4b7471daa8f9caacec4baa6c645a73ff0138378ddaa5025c5ccb12eb01ec3996202ce2f5e1e76d7a6a0140b

}'

Response (OK)
{
"description":"Notification registered successfully",
"status":0,
"timestamp":1560644992,
"version":"1.2",
"signature":"8c9e2bc711f64671fec91dee9a948388496a1476ffc8c90de6d581ed3189f086432428fb745
}

Response (ERR)
{
"description": "Notification handling failed",
"status": 1,
"timestamp": 1579217988,
"version": "1.2",
"signature":
"6ba6e5a9072d18e3e3ed11ac1447e9362a5c88c288c3220fc0ad174ee7049428d7c57df4114b122490c3bf1
}

Please refer to How to Build Signature for details on signing the request.

Payment API {process}
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Payment Card Processing API lets you process the credit and debit card deposits and payouts over
REST API. In simple words, with this API the merchant will perform the card data collection on his side.
There are several transaction types supported by the API:
- Sale transaction API lets you receive the card payments from customers;
- Payout transaction API is a fund transfer from your merchant account to customer's card;
- Refund transaction API is a reverse operation to a successful deposit;
{danger.fa-exclamation} IMPORTANT: In order to use the Payment API the merchant has to comply
with PCI DSS and conﬁrm their compliance level by providing the up-to-date AOC (Attestation of
Compliance) document or SAQ-D with external vulnerability scan report.

Payment API {process} Payout
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
The payout processing API lets the merchant send the funds from a speciﬁed merchant account to the
customer's card.
{danger.fa-exclamation} IMPORTANT: Sometimes transaction_id (PSP transaction identiﬁer) is
empty, this may happen in due to input validation.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/process

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/process

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description
Required. Payment amount in cents.

amount

int(20)

Please note: for certain currencies (see full list here) there
is a fraction other than 100 cents per unit, this is important
if you multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Payment currency

card_number

varchar(19)

Required. Payment card number (PAN)

card_exp

varchar(8)

pin

varchar(50)

dob

date

email

varchar(50)

phone

int(20)

Required. Payment card expiration month/year in format
MM/YYYY

(ex. 12/2024)

Required. Unique customer id in your system
Required. Date of birth of the customer. MM/DD/YYYY format
accepted.
Required. Customer's email
Required. Numeric only, includes country area code.
Should not be a dummy sequence like 123456 or 111111,
should be at least 6 digits long.

requester_ip

varchar(10)

Required. Customer's IP address

address

varchar(50)

Required. Customer's address

city

varchar(50)

Required. City of the customer

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

ﬁrst_name

varchar(25)

Required. Customer's ﬁrst name

last_name

varchar(25)

state

varchar(2)

Required. Customer's last name
Required. State/Province where the customer resides. 2
characters ISO format. Otherwise leave blank.
Required. Postal Code of the customer. Can provide values

zip

varchar(12)

for other countries. Limited to 12 alphanumeric characters
only.

gateway

varchar(32)

Required. Gateway doing the processing

application_key

varchar(32)

Required. Identiﬁer of your application (website)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

notiﬁcation_url

varchar(256)

order_id

varchar(50)

transaction_type

varchar(8)

reference_id

varchar(50)

Required. URL to which the deposit status notiﬁcation will
be sent
Required. Transaction identiﬁer in your system
Required. Transaction type. Must be set to payout for
payout to customer's card
Optional. (Required on refund) Original transaction
identiﬁer from {{
conﬁg('larecipe.settings.service_short_name') }}

timestamp

int(11)

version

varchar(3)

signature

varchar(96)

Required. Request time. URL will be active during 1 min
after this time
Required. API version
Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the

description

varchar(256)

actual error for any exception as it helps to diagnose
issues in production
Required. Transaction identiﬁer in {{

trace_id

int(11)

transaction_id

varchar(50)

Optional. Transaction identiﬁer in PSP

transaction_status

varchar(16)

Required.

conﬁg('larecipe.settings.service_short_name') }}

- pending - processing initiated, ﬁnal response expected
from PSP
- approved - processing was successful

- rejected - processing failed
- cancelled - processing cancelled by the merchant or
client
- pending async - customer action expected (3D Secure,
etc.)
- requested - merchant action expected (approval)
payment_processor

varchar(25)

Optional. Gateway doing the processing

error_code

varchar(32)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in
request)

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"
Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/process \
-H 'Content-Type: application/json' \
-d '{
"address": "Avenue 51\/2",
"amount": "100",
"application_key": "Sandbox",
"card_exp": "12\/2028",
"card_number": "4012888888881881",
"city": "New York",
"country": "US",
"currency": "USD",
"dob": "05\/15\/1980",
"email": "test-email@example.com",
"first_name": "Test",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"last_name": "User",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/deposits\/tx-1560610955",
"order_id": "test-1560610955",
"phone": "+1987987987987",
"pin": "1",
"requester_ip": "127.0.0.1",
"state": "LA",
"timestamp": 1579218181,
"transaction_type": "payout",
"reference_id": null,
"version": "1.2",
"zip": "24123",
"signature":

"b4c29f26ffc7a118a80bea63579f27e10d6dc12c82832e771085c635762faaa8f463e3a348eafddc593d3e2
}'

Response (Approved)
{
"description": "Ok",
"error_code": "0",
"error_details": "[TEST] Transaction status: approved",
"payment_processor": "TestPP",
"status": 0,
"trace_id": 1000000681,
"transaction_id": "15607165967620",
"transaction_status": "approved",
"version": "1.2",
"signature":
"268ac58da717d65217c7957d7fde679c35c5b5fa58bac53d3cea8fec9739c5bb3acce42d90e11987db43305
}

Response (Rejected)
{
"description": "Ok",
"error_code": "1",
"error_details": "[TEST] Transaction status: rejected",
"payment_processor": "TestPP",
"status": 0,
"trace_id": 1000000682,
"transaction_id": "15607165967622",
"transaction_status": "rejected",
"version": "1.2",
"signature":
"2ee9f427c4940bd4dbb5d72f5414b868a90d507fd729d157a0b0338a87ad2a9e3c7fcd8c8263df89134d3a9
}

Payment API {process} Refund
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Payment Card Processing API lets you process the credit and debit card deposits and payouts over
REST API.
There are several transaction types supported by the API:
- Sale transaction API lets you receive the card payments from customers;
- Credit transaction API is a fund transfer from your merchant account to customer's card;
- Refund transaction API is a reverse operation to a successful deposit;
{danger.fa-exclamation} IMPORTANT: Sometimes transaction_id (PSP transaction identiﬁer) is
empty, this may happen in the cases when the PSP has rejected the processing attempt due to
input validation or unavailability of the payment gateway.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/process

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/process

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description
Required. Payment amount in cents.

amount

int(20)

Please note: for certain currencies (see full list here) there
is a fraction other than 100 cents per unit, this is important
if you multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Payment currency

card_number

varchar(19)

Required. Payment card number (PAN)

card_exp

varchar(8)

pin

varchar(50)

dob

date

email

varchar(50)

phone

int(20)

Required. Payment card expiration month/year in format
MM/YYYY

(ex. 12/2024)

Required. Unique customer id in your system
Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.
Required. Customer's email
Optional. Numeric only, includes country area code. Should
not be a dummy sequence like 123456 or 111111, should be at
least 6 digits long.

requester_ip

varchar(10)

Optional. Customer's IP address

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. City of the customer

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

ﬁrst_name

varchar(25)

Required. Customer's ﬁrst name

last_name

varchar(25)

Required. Customer's last name

state

varchar(2)

Required. State/Province where the customer resides. Only
for US, CA and AU. 2 characters ISO format. Otherwise
leave blank.
Required. Postal Code of the customer. Only required for
zip

varchar(12)

US and CA. Can provide values for other countries. Limited
to 12 alphanumeric characters only.

application_key

varchar(32)

Required. Identiﬁer of your application (website)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

notiﬁcation_url

varchar(256)

order_id

varchar(50)

transaction_type

varchar(8)

reference_id

varchar(50)

timestamp

int(11)

version

varchar(3)

signature

varchar(96)

Optional. URL to which the deposit status notiﬁcation will be
sent
Required. Transaction identiﬁer in your system
Required. Transaction type. Must be set to refund for the
refund operation upon the approved card deposit
Required. Original transaction identiﬁer from {{
conﬁg('larecipe.settings.service_short_name') }}
Required. Request time. URL will be active during 1 min
after this time
Required. API version
Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the

description

varchar(256)

actual error for any exception as it helps to diagnose
issues in production

trace_id

int(11)

transaction_id

varchar(50)

Required. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}
Optional. Transaction identiﬁer in PSP

transaction_status

varchar(16)

Required.
- pending - processing initiated, ﬁnal response expected
from PSP
- approved - processing was successful
- rejected - processing failed
- cancelled - processing cancelled by the merchant or
client
- pending async - customer action expected (3D Secure,
etc.)
- requested - merchant action expected (approval)

payment_processor

varchar(25)

Optional. Gateway doing the processing

error_code

varchar(32)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in
request)

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"
Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/process \
-H 'Content-Type: application/json' \
-d '{
"address": "Avenue 51\/2",
"amount": "100",
"application_key": "Sandbox",
"card_exp": "12\/2028",
"card_number": "4012888888881881",
"city": "New York",
"country": "US",
"currency": "USD",
"dob": "",
"email": "test-email@example.com",
"first_name": "Test",
"last_name": "User",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/deposits\/tx-1560610955",
"order_id": "test-1560610955",
"phone": "+1987987987987",
"pin": "1",
"requester_ip": "127.0.0.1",
"state": "LA",
"timestamp": 1578879085,
"transaction_type": "refund",
"reference_id": 752856,

"version": "1.2",
"zip": "24123",
"signature":
"226b28b1cac06b238128e7c0d7b75d10995268b58af6798bbc44be463c6283b65d1dab63f786cc98f34a54e
}'

Response (Approved)
{
"description": "Ok",
"error_code": "1",
"error_details": "[TEST] Transaction status: approved",
"payment_processor": "TestPP",
"status": 0,
"trace_id": 1000000681,
"transaction_id": "15607165967620",
"transaction_status": "approved",
"version": "1.2",
"signature":
"29e4c0e67af7d0cdc3753ed5b45e8c1d581e966c1c8e27bf9143fb38cf97632320bcc9f3da32027b899fef5
}

Response (Rejected)
{
"description": "Ok",
"error_code": "1",
"error_details": "[TEST] Transaction status: rejected",
"payment_processor": "TestPP",
"status": 0,
"trace_id": 1000000682,
"transaction_id": "15607165967622",
"transaction_status": "rejected",
"version": "1.2",
"signature":
"2ee9f427c4940bd4dbb5d72f5414b868a90d507fd729d157a0b0338a87ad2a9e3c7fcd8c8263df89134d3a9
}

Payment API {process} Sale
ENDPOINTS
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
Payment Card Processing API lets you process the credit and debit card deposits and payouts over
REST API.
There are several transaction types supported by the API:
- Sale transaction API lets you receive the card payments from customers;
- Credit transaction API is a fund transfer from your merchant account to customer's card;
- Refund transaction API is a reverse operation to a successful deposit;
{danger.fa-exclamation} IMPORTANT: Sometimes transaction_id (PSP transaction identiﬁer) is
empty, this may happen in the cases when the PSP has rejected the processing attempt due to
input validation or unavailability of the payment gateway.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/process

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/process

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description
Required. Payment amount in cents.

amount

int(20)

Please note: for certain currencies (see full list here) there
is a fraction other than 100 cents per unit, this is important
if you multiply by 100 to send the amount in cents

currency

varchar(10)

Required. Payment currency

card_number

varchar(19)

Required. Payment card number (PAN)

cvv

varchar(4)

sale

card_exp

varchar(8)

pin

varchar(50)

dob

date

email

varchar(50)

phone

int(20)

Required. Payment Card veriﬁcation number

Required. Payment card expiration month/year in format
MM/YYYY

(ex. 12/2024)

Required. Unique customer id in your system
Required. Date of birth of the customer. MM/DD/YYYY format
accepted.
Required. Customer's email
Required. Numeric only, includes country area code.
Should not be a dummy sequence like 123456 or 111111,
should be at least 6 digits long.

requester_ip

varchar(10)

Required. Customer's IP address

address

varchar(50)

Required. Customer's address

city

varchar(50)

Required. City of the customer

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

ﬁrst_name

varchar(25)

Required. Customer's ﬁrst name

last_name

varchar(25)

Required. Customer's last name

state

varchar(2)

Optional. State/Province where the customer resides. Only
for US, CA and AU. 2 characters ISO format. Otherwise
leave blank.
Required. Postal Code of the customer. Can provide values
zip

varchar(12)

for other countries. Limited to 12 alphanumeric characters
only.

gateway

varchar(32)

Optional. Gateway doing the processing

application_key

varchar(32)

Required. Identiﬁer of your application (website)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

return_url

varchar(256)

notiﬁcation_url

varchar(256)

order_id

varchar(50)

Required. Transaction identiﬁer in your system

transaction_type

varchar(8)

Required. Transaction type. Must be set to sale for deposit

reference_id

varchar(50)

Required. User will be redirected to a speciﬁed URL upon
3D Secure conﬁrmation (in case of 3D Secure ﬂow)
Required. URL to which the deposit status notiﬁcation will
be sent

Optional. (Required on refund) Original transaction
identiﬁer from {{
conﬁg('larecipe.settings.service_short_name') }}
timestamp

int(11)

version

varchar(3)

signature

varchar(96)

Required. Request time. URL will be active during 1 min
after this time
Required. API version
Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs

description

varchar(256)

Required. Accurate description of the result. Return the
actual error for any exception as it helps to diagnose

issues in production
redirect_url

varchar(256)

trace_id

int(11)

transaction_id

varchar(50)

Optional. 3D Secure veriﬁcation URL. Appears only in
combination with "transaction_status":"pending_async"
Optional. Transaction identiﬁer in {{
conﬁg('larecipe.settings.service_short_name') }}
Optional. Transaction identiﬁer in PSP
Required.
- pending - processing initiated, ﬁnal response expected
from PSP

transaction_status

varchar(16)

- approved - processing was successful
- rejected - processing failed
- pending_async - customer action expected (3D Secure,
etc.)

payment_processor

varchar(25)

Optional. Gateway doing the processing

error_code

int(10)

Optional. Error code for rejected transactions

error_details

varchar(256)

Optional. Error description for rejected transactions

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in
request)

EXAMPLE {#example}
For example below: Merchant Secret = "MerchantSecretKey"
Request
curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/process \
-H 'Content-Type: application/json' \
-d '{
"address": "Avenue 51\/2",
"amount": "100",
"application_key": "Sandbox",
"card_exp": "12\/2028",
"card_number": "4012888888881881",
"city": "New York",
"country": "US",
"currency": "USD",
"cvv": "111",
"dob": "05\/15\/1980",
"email": "test-email@example.com",
"first_name": "Test",
"gateway": "s-pTSZyK23E1Ee5KZpcNbX_aFl0HuhQ0",
"last_name": "User",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/deposits\/tx-1560610955",
"order_id": "test-1560610955",

"phone": "+1987987987987",
"pin": "1",
"requester_ip": "127.0.0.1",
"return_url": "https:\/\/merchant.com\/payment_result\/tx-1560610955",
"state": "LA",
"timestamp": 1579218438,
"transaction_type": "sale",
"reference_id": "null",
"version": "1.2",
"zip": "24123",
"signature":
"e51f94c9358cdee68befb399c0f05b1c598d0ebfe29a40d39ad665a21643a2b96b657970669988aa8dbde19
}'

Response (3D Secure)
{
"description": "Ok",
"error_code": "0",
"error_details": "[TEST] Transaction status: redirect",
"payment_processor": "TestPP",
"redirect_url": "https:\/\/ccporttest.praxispay.com\/site\/process\/WEYrdE5XKzhhKzRjQjBIbE5kWlpLZz09",
"status": 0,
"trace_id": 1000000680,
"transaction_id": "15607165967613",
"transaction_status": "pending_async",
"version": "1.2",
"signature":
"c739c3d581355f0ac242ffa206687efffeb6f01148a796b6121931a16230bb7c527b46886402519923d1bca
}

Response (Approved)
{
"description": "Ok",
"error_code": "0",
"error_details": "[TEST] Transaction status: approved",
"payment_processor": "TestPP",
"redirect_url": null,
"status": 0,
"trace_id": 1000000681,
"transaction_id": "15607165967620",
"transaction_status": "approved",
"version": "1.2",
"signature":
"268ac58da717d65217c7957d7fde679c35c5b5fa58bac53d3cea8fec9739c5bb3acce42d90e11987db43305
}

Response (Rejected)
{
"description": "Ok",
"error_code": "1",
"error_details": "[TEST] Transaction status: rejected",
"payment_processor": "TestPP",
"redirect_url": null,
"status": 0,
"trace_id": 1000000682,
"transaction_id": "15607165967622",
"transaction_status": "rejected",
"version": "1.2",
"signature":
"2ee9f427c4940bd4dbb5d72f5414b868a90d507fd729d157a0b0338a87ad2a9e3c7fcd8c8263df89134d3a9
}

Virtual Terminal Description
You can embed the Virtual Terminal within the CRM to easily access the deposit(payout) feature on
behalf of the customer.
VT is embedded by adding an iframe with the URL that you can get by sending request to one of our
VT-API methods. When you link the VT page in the iframe, manager will see window similar to
customer iframe.
API Methods
1. {vt-pay-in} - deposit method. Allows manager to make deposit with non-ﬁxed amount
2. {vt-checkout} - deposit method (shopping cart interface). Allows manager to make deposit with
ﬁxed amount and order id
3. {vt-pay-out} - payout method. Allows manager to make payout with non-ﬁxed amount
4. {vt-pay-out-order} - payout method (shopping cart interface). Allows manager to make payout
with ﬁxed amount and order id
Example
Virtual Terminal window example
image

Virtual Terminal vt-checkout
ENDPOINTS
CHECKLIST
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
vt-checkout is the API function that allow you to open the checkout session on behalf of the

customer.
Agent will be led through the process of paying an exact amount, in case of failure the manager will
be helped to try with another payment option.
When executing the request, you receive json response that contains redirect_url parameter. The
redirect_url parameter is a link that will automatically do the customer login to Cashier.

This link should be embedded into iframe's src attribute
{danger.fa-exclamation-triangle} IMPORTANT: In case of vt-checkout ﬂow, the validation request
is not sent to CRM.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/vt-checkout

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/vt-checkout

CHECKLIST {#checklist}
Please contact your account manager or technical support representative in order to conﬁrm the
following merchant account settings.
Item

Purpose

Cashier API
v1.1 (or

Required for Cashier API to be allowed your CRM.

higher)
Dynamic
Return URL

Required. The URL that user will be redirected to after successful payment.
For return_url there is a number of dynamic variables supported for this
parameter.

Merchant ID

Required. The merchant credentials will be provided by the {{

and Merchant

conﬁg('larecipe.settings.service_short_name') }} Technical Support

Secret

representative.

Customer
Sync URL

Required. Callback URL should be provided to {{
conﬁg('larecipe.settings.service_short_name') }} Technical Support
representative.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

signature

varchar(96)

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)

agent_name

varchar(50)

Required. Name of the agent doing the VT login

locale

varchar(5)

Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

Optional. User locale. For ex.: en-GB (language_codeCOUNTRY_CODE)
Optional. This payment method will be opened by default

payment_method

varchar(50)

and used for transaction processing. Note that the gateway
variable has a higher priority, so if you have both of these
variables - payment_method will be ignored

order_id

varchar(50)

Required. Order id in your system
Required. Payment amount in cents.
Please note: for certain currencies (see full list here)

amount

int(20)

there is a fraction other than 100 cents per unit, this is
important if you multiply by 100 to send the amount in
cents

currency

varchar(10)

Required. Customer currency

pin

varchar(50)

Required. Unique customer id in your system

requester_ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Optional. Customer's ﬁrst name

last_name

varchar(25)

Optional. Customer's last name

dob

date

email

varchar(50)

Optional. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. Customer's city

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

state

varchar(3)

Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.

Optional (Required for US, CA and AU). State/Province
where the customer resides. 3 characters ISO format.
Otherwise leave blank.
Optional. Customer's postal code. (Required for US and
zip

varchar(12)

CA). Can provide values for other countries. Limited to 12
alphanumeric characters only.

phone

int(20)

Optional. Numeric only. Includes country area code. Should

not be a dummy sequence like 123456 or 111111, should be
at least 9 digits long. Note that the phone variable can be
declared as a required ﬁeld on a PSP side
Required. Agent will be redirected to a speciﬁed URL after
return_url

varchar(256)

successful deposit (except cases when there is another
rule deﬁned with higher priority)

notiﬁcation_url

varchar(256)

timestamp

int(11)

version

varchar(3)

Required. URL to which the deposit status notiﬁcation will
be sent. Please refer to Notiﬁcation for more details.
Required. Request time. URL will be active during 1 min
after this time
Required. Request API version. Please note that diﬀerent
API versions could have a diﬀerent list of request-response
variables

variable1

varchar(256)

variable2

varchar(256)

gateway

varchar(32)

Optional. Your custom ﬁeld which will consist some
necessary information
Optional. Your custom ﬁeld which will consist some
necessary information
Optional. HASH value of gateway that should processed
transaction

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(75)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

redirect_url

varchar(256)

Required. Cashier Autologin URL. When redirected to this URL,
the customer will be navigated further to the Cashier deposit
page
auth_token

varchar(75)

Required. Special token that allows the customer to login during
15 min

EXAMPLE {#example}
Request

curl -X POST \ {{ config('larecipe.settings.live_domain') }}/api/vt-checkout \
-H 'Content-Type: application/json' \
-d '{
"address": "Red Street 1",
"agent_name": "Compliance Shift 1",
"amount": 25,
"application_key": "Sandbox",
"city": "London",
"country": "GB",
"currency": "USD",
"dob": "1981-09-05",
"email": "tom.doe@mail.com",
"first_name": "Tom",
"last_name": "Doe",
"locale": "en-GB",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/orders\/999555111",
"order_id": "999555111",
"payment_method": "TestPP",
"phone": "6712332112",
"pin": "123",
"requester_ip": "216.111.222.123",
"return_url": "https:\/\/merchant.com\/payment_result\/999555111",
"timestamp": 1582325550,
"version": "1.2",
"zip": "01234",
"signature":
"d3b6877a1dcd7c0c4e1165ff5b550dce0935b945d9d902b128b13b92f54d72f683389ae05a3f7c30cf7bd46
}'

Response (OK)
{
"auth_token": "8a7sd87a8sd778ac961062c6bedddb8",
"description": "Success",
"redirect_url": "https:\/\/compute.praxispay.com\/autologinform\/8a7sd87a8sd778ac961062c6bedddb8",
"status": 0,
"version": "1.2",
"signature":
"ee501f0f7f7a93e4be879fb759ff68400f6202df58f88f80627d7da39cfb193e95a0a717a2e77016adf6f93
}

Response (ERR)
{
"description": "Timestamp expired",
"status": 1,
"version": "1.2",

"signature":
"0f2538cb438bc3f173246f2fa80717e105a766575f880f940f9da8374b27ab092402023ac93d2f8d4e4042d
}

Virtual Terminal vt-pay-in
ENDPOINTS
CHECKLIST
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
vt-pay-in is the mechanism for a quick access to the cashier on behalf of the customer using REST

API.
When executing the request, you receive json response that contains redirect_url parameter. The
redirect_url parameter is a link that will automatically do the customer login to Cashier.

This link should be embedded into iframe's src attribute

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/vt-pay-in

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/vt-pay-in

CHECKLIST {#checklist}
Please contact your account manager or technical support representative in order to conﬁrm the
following merchant acccount settings.
Item

Purpose

Cashier API
v1.1 (or

Required for Cashier API to be allowed your CRM.

higher)
Dynamic
Return URL

Required. The URL that user will be redirected to after successful payment.
For return_url there is a number of dynamic variables supported for this
parameter.

Merchant ID

Required. The merchant credentials will be provided by the {{

and Merchant

conﬁg('larecipe.settings.service_short_name') }} Technical Support

Secret

representative.

Customer
Sync URL

Required. Callback URL should be provided to {{
conﬁg('larecipe.settings.service_short_name') }} Technical Support
representative.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

signature

varchar(96)

Description
Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)

agent_name

varchar(50)

Required. Name of the agent doing the VT login

locale

varchar(5)

Optional. User locale. For ex.: en-GB (language_codeCOUNTRY_CODE)
Optional. This payment method will be opened by default

payment_method

varchar(50)

and used for transaction processing. Note that the gateway
variable has a higher priority, so if you have both of these
variables - payment_method will be ignored

currency

varchar(10)

Required. Customer currency

pin

varchar(50)

Required. Unique customer id in your system

requester_ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Optional. Customer's ﬁrst name

last_name

varchar(25)

Optional. Customer's last name

dob

date

email

varchar(50)

Optional. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. Customer's city

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

state

varchar(3)

Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.

Optional (Required for US, CA and AU). State/Province
where the customer resides. 3 characters ISO format.
Otherwise leave blank.
Optional. Customer's postal code. (Required for US and
zip

varchar(12)

CA). Can provide values for other countries. Limited to 12
alphanumeric characters only.
Optional. Numeric only. Includes country area code. Should

phone

int(20)

not be a dummy sequence like 123456 or 111111, should be
at least 9 digits long. Note that the phone variable can be
declared as a required ﬁeld on a PSP side
Required. Agent will be redirected to a speciﬁed URL after

return_url

varchar(256)

successful deposit (except cases when there is another
rule deﬁned with higher priority)

validation_url

varchar(256)

Required. URL to which the deposit validation request will
be sent. Please refer to Validation for more details.
Required. URL to which the deposit status notiﬁcation will

notiﬁcation_url

varchar(256)

be sent. You may receive more than one notiﬁcation
request per one transaction ('pending'->'approve'). Please
refer to Notiﬁcation for more details.

timestamp

int(11)

Required. Request time. URL will be active during 1 min
after this time
Required. Request API version. Please note that diﬀerent

version

varchar(3)

API versions could have a diﬀerent list of request-response
variables

variable1

varchar(256)

variable2

varchar(256)

gateway

varchar(32)

Optional. Your custom ﬁeld which will consist some
necessary information
Optional. Your custom ﬁeld which will consist some
necessary information
Optional. HASH value of gateway that should processed
transaction

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(75)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

redirect_url

varchar(256)

Required. Cashier Autologin URL. When redirected to this URL,
the customer will be navigated further to the Cashier deposit
page
auth_token

varchar(75)

Required. Special token that allows the customer to login during
15 min

EXAMPLE {#example}
Request
curl -X POST \ {{ config('larecipe.settings.sandbox_domain') }}/api/vt-pay-in \
-H 'Content-Type: application/json' \
-d '{
"address": "Blue Street 1",
"agent_name": "Compliance Shift 1",
"application_key": "Sandbox",
"city": "London",
"country": "GB",
"currency": "USD",
"dob": "1981-09-05",

"email": "tom.doe@mail.com",
"first_name": "Tom",
"last_name": "Doe",
"locale": "en-GB",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/praxis\/notification\/",
"payment_method": "PraxisCC1",
"phone": "6712332112",
"pin": "123",
"requester_ip": "216.111.222.123",
"return_url": "https:\/\/merchant.com\/order\/thank_you_page",
"timestamp": 1582325570,
"validation_url":
"https:\/\/api.merchant.com\/v1\/validate_deposits\/fxodWAQVvc9SRxhDaWSJJC21f",
"version": "1.2",
"zip": "01234",
"signature":
"def17a609c8be322eedd7079808a4a3714da62f40afe3112143306357f577c43aa7e8f4e2bd6576fcbc7f00
}'

Response (OK)
{
"auth_token": "eb2a7a96b3d5ff60c961062c6bedddb8",
"description": "Success",
"redirect_url": "https:\/\/compute.praxispay.com\/autologinform\/eb2a7a96b3d5ff60c961062c6bedddb8",
"status": 0,
"version": "1.2",
"signature":
"ee501f0f7f7a93e4be879fb759ff68400f6202df58f88f80627d7da39cfb193e95a0a717a2e77016adf6f93
}

Response (ERR)
{
"description": "Timestamp expired",
"status": 1,
"version": "1.2",
"signature":
"0f2538cb438bc3f173246f2fa80717e105a766575f880f940f9da8374b27ab092402023ac93d2f8d4e4042d
}

Virtual Terminal vt-pay-out
ENDPOINTS
CHECKLIST
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
vt-pay-out is the mechanism for a quick access to the cashier withdrawal section on behalf of the

customer using REST API.
When executing the request, you receive json response that contains redirect_url parameter. The
redirect_url parameter is a link that will automatically do the customer login to Cashier.

This link should be embedded into iframe's src attribute

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/vt-pay-out

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/vt-pay-out

CHECKLIST {#checklist}
Please contact your account manager or technical support representative in order to conﬁrm the
following merchant acccount settings.
Item

Purpose

Cashier API
v1.1 (or

Required for Cashier API to be allowed your CRM.

higher)
Dynamic
Return URL

Required. The URL that user will be redirected to after successful payment.
For return_url there is a number of dynamic variables supported for this
parameter.

Merchant ID

Required. The merchant credentials will be provided by the {{

and Merchant

conﬁg('larecipe.settings.service_short_name') }} Technical Support

Secret

representative.

Customer
Sync URL

Required. Callback URL should be provided to {{
conﬁg('larecipe.settings.service_short_name') }} Technical Support
representative.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

signature

varchar(96)

Description
Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)

agent_name

varchar(50)

Required. Name of the agent doing the VT login
Optional. This payment method will be opened by default

payment_method

varchar(50)

and used for transaction processing. Note that the gateway
variable has a higher priority, so if you have both of these
variables - payment_method will be ignored
Optional. User locale. For ex.: en-GB (language_code-

locale

varchar(5)

pin

varchar(50)

Required. Unique customer id in your system

requester_ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Optional. Customer's ﬁrst name

last_name

varchar(25)

Optional. Customer's last name

dob

date

email

varchar(50)

Optional. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. Customer's city

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

currency

varchar(10)

Required. Customer currency

state

varchar(3)

COUNTRY_CODE)

Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.

Optional (Required for US, CA and AU). State/Province
where the customer resides. 3 characters ISO format.
Otherwise leave blank.
Optional. Customer's postal code. (Required for US and
zip

varchar(12)

CA). Can provide values for other countries. Limited to 12
alphanumeric characters only.
Optional. Numeric only. Includes country area code. Should

phone

int(20)

not be a dummy sequence like 123456 or 111111, should be
at least 9 digits long. Note that the phone variable can be
declared as a required ﬁeld on a PSP side
Required. User will be redirected to a speciﬁed URL after

return_url

varchar(256)

successful deposit (except cases when there is another
rule deﬁned with higher priority)

validation_url

varchar(256)

notiﬁcation_url

varchar(256)

timestamp

int(11)

Required. URL to which the deposit validation request will
be sent. Please refer to Validation for more details.
Required. URL to which the deposit status notiﬁcation will
be sent. Please refer to Notiﬁcation for more details.
Required. Request time. URL will be active during 1 min
after this time

version

varchar(3)

Required. API version
Optional. Current balance in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,

balance

int(20)

BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

variable1

varchar(256)

variable2

varchar(256)

gateway

varchar(32)

Optional. Your custom ﬁeld which will consist some
necessary information
Optional. Your custom ﬁeld which will consist some
necessary information
Optional. HASH value of gateway that should processed
transaction

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(75)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)

redirect_url

varchar(256)

Required. Cashier Autologin URL. When redirected to this URL,
the customer will be navigated further to the Cashier deposit
page
auth_token

varchar(75)

Required. Special token that allows the customer to login during
15 min

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"
curl -X POST \ {{ config('larecipe.settings.sandbox_domain') }}/api/vt-pay-out \
-H 'Content-Type: application/json' \
-d '{
"address": "Green Street 1",
"agent_name": "Compliance Shift 1",
"application_key": "Sandbox",
"city": "London",

"country": "GB",
"currency": "USD",
"dob": "1981-09-05",
"email": "tom.doe@mail.com",
"first_name": "Tom",
"last_name": "Doe",
"locale": "en-GB",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/v1\/payouts\/933399",
"phone": "6712332112",
"pin": "123",
"requester_ip": "216.111.222.123",
"return_url": "https:\/\/merchant.com\/payment_result\/933399",
"timestamp": 1582325592,
"validation_url": "https:\/\/api.merchant.com\/v1\/validate_deposits\/933399",
"version": "1.2",
"zip": "01234",
"signature":
"890816b1b394817254a20288e742484059c6f9944d83014a0c6ae12b318030d8fd3539caf8bf5577436d0cd
}'

Response (OK)
{
"auth_token": "eb2a7a96b3d5ff60c961062c6bedddb8",
"description": "Success",
"redirect_url": "https:\/\/compute.praxispay.com\/autologinform\/eb2a7a96b3d5ff60c961062c6bedddb8",
"status": 0,
"version": "1.2",
"signature":
"ee501f0f7f7a93e4be879fb759ff68400f6202df58f88f80627d7da39cfb193e95a0a717a2e77016adf6f93
}

Response (ERR)
{
"description": "Timestamp expired",
"status": 1,
"version": "1.2",
"signature":
"0f2538cb438bc3f173246f2fa80717e105a766575f880f940f9da8374b27ab092402023ac93d2f8d4e4042d
}

Virtual Terminal vt-pay-out-order
ENDPOINTS
CHECKLIST
REQUEST PARAMETERS
RESPONSE PARAMETERS
EXAMPLE
vt-pay-out-order is the interface to initiate the withdrawal on behalf of the customer with

requisites entry for given amount (order).
When executing the request, you receive json response that contains redirect_url parameter. The
redirect_url parameter is a link that will automatically do the customer login to Cashier.

This link should be embedded into iframe's src attribute
{danger.fa-exclamation-triangle} IMPORTANT: In case of vt-pay-out-order ﬂow, the validation
request is not sent to CRM.

ENDPOINTS {#endpoints}
Name

URL

Sandbox

{{ conﬁg('larecipe.settings.sandbox_domain') }}/api/vt-pay-out-order

Live

{{ conﬁg('larecipe.settings.live_domain') }}/api/vt-pay-out-order

CHECKLIST {#checklist}
Please contact your account manager or technical support representative in order to conﬁrm the
following merchant acccount settings.
Item

Purpose

Cashier API
v1.1 (or

Required for Cashier API to be allowed your CRM.

higher)
Dynamic
Return URL

Required. The URL that user will be redirected to after successful payment.
For return_url there is a number of dynamic variables supported for this
parameter.

Merchant ID

Required. The merchant credentials will be provided by the {{

and Merchant

conﬁg('larecipe.settings.service_short_name') }} Technical Support

Secret

representative.

Customer
Sync URL

Required. Callback URL should be provided to {{
conﬁg('larecipe.settings.service_short_name') }} Technical Support
representative.

REQUEST PARAMETERS {#request-parameters}
Variable

Type

Description

signature

varchar(96)

Required. Request signature. Please refer to How to Build
Signature for details on signing the request.

merchant_id

varchar(50)

Required. Merchant API client account identiﬁer

application_key

varchar(32)

Required. Identiﬁer of your application (website)

agent_name

varchar(50)

Required. Name of the agent doing the VT login
Optional. This payment method will be opened by default

payment_method

varchar(50)

and used for transaction processing. Note that the gateway
variable has a higher priority, so if you have both of these
variables - payment_method will be ignored

locale

varchar(5)

Optional. User locale. For ex.: en-GB

order_id

varchar(50)

Required. Order id in your system
Required. Payment amount in cents.
Please note: for certain currencies (see full list here)

amount

int(20)

there is a fraction other than 100 cents per unit, this is
important if you multiply by 100 to send the amount in
cents

currency

varchar(10)

Required. Customer currency

pin

varchar(50)

Required. Unique customer id in your system

requester_ip

varchar(10)

Optional. Customer's IP address

ﬁrst_name

varchar(25)

Optional. Customer's ﬁrst name

last_name

varchar(25)

Optional. Customer's last name

dob

date

email

varchar(50)

Optional. Customer's email

address

varchar(50)

Optional. Customer's address

city

varchar(50)

Optional. City of the customer

country

varchar(2)

Required. ISO 3166-1 alpha-2 (US, MT, IT, GB, DE etc)

state

varchar(3)

Optional. Date of birth of the customer. MM/DD/YYYY format
accepted.

Optional Only for US, CA and AU*. State/Province where the
customer resides. 3 characters ISO format. Otherwise
leave blank.
Optional.. Postal Code of the customer. Only required for
zip

varchar(12)

US and CA. Can provide values for other countries. Limited
to 12 alphanumeric characters only.
Optional. Numeric only, includes country area code. Should

phone

int(20)

not be a dummy sequence like 123456 or 111111, should be
at least 6 digits long.

return_url

varchar(256)

Required. User will be redirected to a speciﬁed URL after
successful payout (except cases when there is another rule
deﬁned with higher priority)

notiﬁcation_url

varchar(256)

timestamp

int(11)

version

varchar(3)

Required. URL to which the payout status notiﬁcation will
be sent. Please refer to Notiﬁcation for more details.
Required. Request time. URL will be active during 1 min
after this time
Required. API version
Optional. Current balance in cents.
Please note: for certain currencies (JPY, CLP, KRW, VND,

balance

int(20)

BHD, IQD, JOD, LYD, OMR, TND) the amount is sent as-in
without being converted to cents, this is important if you
multiply by 100 to send the amount in cents

variable1

varchar(256)

variable2

varchar(256)

gateway

varchar(32)

Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. Your custom ﬁeld which will consist some
neсassery information
Optional. HASH value of gateway that should processed
transaction

RESPONSE PARAMETERS {#response-parameters}
Variable

Type

Description
Required.

status

int

- 0 if the request was successful
- Negative integer if internal server/network error occurs
- Positive integer if application/logical error occurs
Required. Accurate description of the result. Return the actual

description

varchar(75)

error for any exception as it helps to diagnose issues in
production

version

varchar(3)

Required. API version

signature

varchar(96)

Required. sha384 HASH code of response (same as in request)
Required. Cashier Autologin URL. When redirected to this URL,

redirect_url

varchar(256)

the customer will be navigated further to the Cashier deposit
page

auth_token

varchar(75)

Required. Special token that allows the customer to login during
15 min

EXAMPLE {#example}
Request
For example below: Merchant Secret = "MerchantSecretKey"

curl -X POST \ {{ config('larecipe.settings.sandbox_domain') }}/api/vt-pay-out-order \
-H 'Content-Type: application/json' \
-d '{
"address": "Green Street 1",
"agent_name": "Compliance Shift 1",
"amount": 25,
"application_key": "Sandbox",
"city": "London",
"country": "GB",
"currency": "USD",
"dob": "1981-09-05",
"email": "tom.doe@mail.com",
"first_name": "Tom",
"last_name": "Doe",
"locale": "en-GB",
"merchant_id": "Test-Integration-Merchant",
"notification_url": "https:\/\/api.merchant.com\/payouts\/112233",
"order_id": "112233",
"phone": "6712332112",
"pin": "123",
"requester_ip": "216.111.222.123",
"return_url": "https:\/\/merchant.com\/payment_result\/112233",
"timestamp": 1582325609,
"version": "1.2",
"zip": "01234",
"signature":
"4ae1ad2f493325ae74651481ef2721c41708643e66398f1f7b6e8ca2307ee2a20c2a26d7df8758777baa2ee
}'

Response (OK)
{
"auth_token": "eb2a7a96b3d5ff60c961062c6bedddb8",
"description": "Success",
"redirect_url": "https:\/\/compute.praxispay.com\/autologinform\/eb2a7a96b3d5ff60c961062c6bedddb8",
"status": 0,
"version": "1.2",
"signature":
"ee501f0f7f7a93e4be879fb759ff68400f6202df58f88f80627d7da39cfb193e95a0a717a2e77016adf6f93
}

Response (ERR)
{
"description": "Timestamp expired",
"status": 1,
"version": "1.2",
"signature":

"0f2538cb438bc3f173246f2fa80717e105a766575f880f940f9da8374b27ab092402023ac93d2f8d4e4042d
}

